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Chapter 1 Introduction

1.1 Introduction

Congratulations on your purchase of this outstanding prodd@&:lld” Edge Gatewayor M2M (Machindo-
Machine) applicationd, EONTORellularGateway is absolutely the right choice.

With a built-in world-class 4G LTE module, you just need to insert SIM card from local mobile carrier to get t
Internet. The dual SIM d&g provides a more reliable WAN connection for critical applications. By VPN
tunneling technology, remote sites easily become a part of Intranet, and all data are transmitted in a secur
(256-bit AES encryption) link. The feature of allows gatewayot have reatime response whenever
events are detected by sensors.

This TLE371300 seriesproduct is loaded with luxuriant security features including VPN, firewall, NAT, port
forwarding, DHCP server and many other powerful features for outdoor IP sameeil applications. The
redundancy design in fallbad-48 VDC power terminal, and dual Stdrdsmake the data transmission, and
network connection without lost.

Main Features:
1 Built-in high speed LTE modem widhal SIMs for uplink traffic failover.
Equip gigabitEthernet ports to connect other {Pased devices.
RS232 serial port for controlling legacy serial devicedodbus devices
Digital 1/0 ports for integrating sensors, switch, or other alarm devices.
Equip802.11n/ac2T2R5GHz, 02.4GEGHzsdectableWiFi access poinht
Designed by solid and eagymount metal body forindustrial environment to work with a variety
M2M (Machineto-Machine) applications.

=A =4 =4 -4 4

Before you install and use this product, please read this maimudétail for fully explating the functions of
this product.




1.2 Contents List

1.2.1 Package Contents
#Standard Package

Items Description Contents Quantity

1 TLE371300-5120-T 1pcs
Industril CellularGateway P

2 8 pin Terminal Block 1pcs

3 4 pin Terminal Block 1pcs

4 RJ45 Cable 4 1pcs

5 CellularAntenna 2pcs

6 2.4/5Ghz Antenna / 2pcs
1~ §
7 DIN-Rail Bracket = i 1pcs



1.3 Hardware Configuration
u  Front View

USB Port

LED Indicator
Reset Button

Auto MDI/MDIX RJ45 Ports
4x Gb LAN

Auto MDI/MDIX RIAS Port sessssssns

1x Gb Configurable WAN
3G/4G Antenna
Serial Port ~wssseeseenes
S B Sl S
WiFi Antenna
SIM A SJist cumcismmnsiny

J Reset Button

The RESET button provides user with a quick and easy way to resort the default settmth&RESET button
continuously for 6 seconds, and then release it. The device will restore to factory default settings.

J 3GAG,WiFiAntenna
All the 3GAG and WiFi antennas are included in the standard package.



i LeftView

DI/DO: DC waer Earth Ground Screw
Terminal Block Terminal Block



1.4 LED Indicatio

rPWR-l

29 o

{WiFi‘l

246@ @56

"CELL]

WANG @Sional

LED Icon

PWR1
PWR2
WiFi

Signal

WAN

L

Serial

Status

®

Indication

Power Source 1

Power Source 2

WiFi2.4GbGHz

SignalCellular)

WAN (Cellular)

LAN 1~ LAN 4WAN

Serial

Status

SIM A/B

Blue

Blue

Blue

Blue

Blue

Green

Blue

Blue

Blue

LED Color

Description

Steady ONDevice is powered on by power source 1

Steady ONDevice is powered on by power source 2

OFFWiFiis disable
Steady ONWIFiis enabled

Steady On Signal Strength 81~100%
Slow Flash(per Secondgignal Strength 31~60%
Fast Flash(per 0.5 second$ignal Strength 8~30%

OFF No data packet trasferred via Cellular interface
In Flashing while data packet transferred via Cellular interface

Steady ONEthernet connection of LAbF WANIs established
Flash:Data packets are transfeg.
OFFNo Ethernet cable attadd or Device not linked

OFF No Serial data transferred via serial port
In Flashing while data packet transferred vigerialport

SlowFlash(persecond): Device works normally
Very Fast FlashDevice is in Rmvery Mode or abnormal

OFF{ La R2SayQid RSGSOi

Slow Flash(per SecondBiM AB was chosen to do the connectio
Steady ON: Cellular connection already established succe
(under SIM M)
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1.5 Installation & Maintenance Notice

1.5.1 SYSTEM REQUIREMENTS

1 AngigabitEthernetRJ4%able
1 3GF4G cellular service subscription
1 IEEE 802.14/b/g/n/ac wireless clients
1 10/100/1000 Ethernetadapter on PC
Computer with the fdlowing:
1 Windows®, Macintosh, or Limpased operating
system

1  Aninstalled Ethernet adapter
Web-based Configuration Utility Requirements Browser Requirements:

1 Internet Explorer 6.0 or higher

1 Chrome 2.0 or higher

1 Firefox 3.0 or higher

§  Safari 3.0 or higher

Network Requirements

1.5.2 WARNING

Only use the power supply that complys with the power
specification of the gateway. Using an out-of-spec
voltage rating power source is dangerous and may
damage the product.

Attention Do not open or repair the case yourself. If the product is
too hot, turn off the power immediately and have it

repaired at a qualified service center.

11



1.5.3 HOT SURFACE CAUTION

Burn hazard.

Hot surface inside.

Allow to cool before
servicing.

CAUTION The surface temperature for the metallic enclosure can be very high!
Especially after operating for a long time, installed at a cldssahnet
without air conditioning support, or in a high ambient temperature

space.
DO NOT touch the hot surface with your fingers while servicing!!

12



1.5.4 Product Information for CE RED Requirements

The following product information is required to be presented in product User Manual for latest CE RED
requirements?

(1) Frequercy Band & Maximum Power
1.a Frequency Band for Cellular Connection (for ME3630 E1C vérsion)

Band number Operating Frequency Max output power
LTE FDD BAND 1 Uplink: 19241980 MHz
Downlink: 21162170 MHz
LTE FDD BAND 3 Uplink: 171785 MHz
Downlink: 18051880 MHz
LTE FDD BAND 7 Uplink: 2502570 MHz
Downlink: 26262690 MHz 23 £2.7dBm
LTE FDD BAND 8 Uplink: 8815 MHz
Downlink: 925960 MHz
LTE FDD BAND 20 Uplink: 83862 MHz
Downlink: 791821 MHz
WCDMA BAND 1 Uplink: 19201980 MHz
Downlink: 21162170 MHz
WCDMA BAND 8 Uplink: 88815 MHz 24 +1£3 dBm
Downlink: 925960 MHz
EGSM Uplink: 88M15 MHz
Downlink: 925960 MHz 3342dBm
DCS Uplink: 171785 MHz
Downlink: 18051880 MHz 30£2dBm

1.b Fregency Band for Cellular Connection (for EE€2%ersion)

Band number Operating Frequency Max output power
LTE FDD BAND 1 Uplink: 1921980 MHz 23 1dBm

Downlink: 21162170 MHz '
LTE FDD BAND 3 Uplink: 1711785 MHz

Downlink: 18051880 MHz 23.0dBm
LTE FDD BAND 7 Uplink: 2502570 MHz

Downlink: 26262690 MHz 22.8dBm
LTE FDD BAND 8 Uplink: 88015 MHz

Downlink: 925960 MHz 23.2dBm
LTE FDD BAND 20 | Uplink: 832862 MHz

Downlink: 791821 MHz 23.5dBm

2 The information presented in this section is ONLY valid for the EU/EFTA regional Mesithhose nonCE/EFTA versions, please
refer to the corresponding product specification.

3 There can be different cellular molduintrgrated in the device for EU/EFTA regional version. Refer to the cellular module identifier
printed on the device label for the purchased device.

13



LTE FDD BAND 38 Uplink: 2572620 MHz 21.7dBm
Downlink: 25702620 MHz )
LTE FDD BAND 40 Upllnkf . 2302400 MHz 21 5dBm
Downlink: 23062400 MHz
WCDMA BAND 1 Uplink: 1921980 MHz
Downlink: 21162170 MHz 23 3dBm
WCDMA BAND 8 Uplink: 88®15 MHz '
Downlink: 925960 MHz
EGSM Uplink: 88®15 MHz
Downlink: 925960 MHz 32.9dBm
DCS Uplink: 171785 MHz
Downlink: 18051880 MHz 29.9dBm
1.c Frequency Band for Vi Connection
Band OperatingFrequency Max. Output Power (EIRP)
2.4G 2.4¢ 2.4835 GHz 100 mW
5G 5.15¢5.25 GHz 200 mW

(2) 5150 ~ 5350MHz In Door Use Statements
This product equips the IEEE 802.11ac compliance 5GHz wireless radio module. According to the RED
requirement, the channels covered in the 5150 ~ 5350 MHz frequency band are In Door Use Only.

(3) Contries List for Restrictions (for products with 5GHz radio)

For EU/EFTA, this product canussd in all EU member states and EFTA countries.

AT BE CY DK
DE EE FR HR
HU IE LV MT
NL NO Sl SK
SE TR

(4) DoClnformation
You carrequest andget the DoC information of this produby email info@wwwl EONTONom.tw

14
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(5) RF Exposure Statements
The antenna of the product, under normal use conditierat least 20 cm aay from the body of user.

(6) Unit Mounting Notice
The product isuitablefor mounting at heights <= 2m (approx. 6 ft), or in a cabinet.
Ensure the unit is fixed tightlp reduce the likelyhood of injury due to exposure to mechanical hazérds
dropped

(7) Manufacture Information

Manufacture Name: Leonton Technologies Catd.
Manufacture Addres®9F1., No. 43, Fuxing Rd., Xindian DNSew Taipei City 231, Taiwan

15



1.6 Hardware Installation
This chapter describes how to install and configure the hardw

1.6.1 Mount the Unit

TheTLES71300series productan be mountecon a wall, horizontal plane, or DIN Rail in a cabinet with the
mounting accessorieD(Nrail kit or optional brackets The mounting accessoriese not screwed on the
product when ait of factory. Please screw the Diail bracketor wall-mount kitson the product first

1.6.2 Insert the SIM Card

WARNING: BEFORE INSERTING OR CHANGING THE SIM CARD, PLEASE MAF
THAT POWER OF THE DEVICE IS SWITCHED OFF.

The SIM card slots are Ided at thefront side ofthe devicehousing You need to pusthe buttonand pull the
SIM card loader out before installing or removing the SIM card. Please follow the instructions to insert a Sl
card. After SIM card is well placed, push the SIM cardeloadb its slot.

Step 1: Step 2: Step 3:

Push the button by a Put SIM card in the Put back SIM socket
tack to unlock and eject socket firmly. into the SIM slot.
SIM socket.

16



1.6.3 Install the External RF Cable and Antenna

As illustrated in Section 1.3,dle are several SMA antenna Jacks for you to install the required RF cables an
antennas for the RF signal transmission and receiving. You have to purchase required RF cables and anter
separatelyfor a specific project or installation site to get exesatl RF performance.

Since there is limited spacing for allocating all SMA antenna Jacks around the enclossepattationamong
SMA Jacks (or direattached antennas) could be not the optimized arrangeméints not recommended to
attach the SMA antenas directly to the SMA JackH.is very likely to get degraded RF performancepcific
circumstances. It depends heavily on the environment.

However, there are weknown rules of thumb for solving the antenna separation issue.

1: The horizontal disince between antennas should be greater than 14 of its wavelength, and there will be
best separation at 1/2 of its wavelength.

2. If multiple frequency antennas are near each other, then use spacing distance of the lower frequency
antenna, or even bettetry to satisfy the rule for both frequencies.

Wavelength Table for Major RF Category

RF Category| Frequency | Wavelength (gegzveep;(re;ig;;‘) (Cl\f) (\)/zaggplfrgg;hn)
WiFi 802.11 5.8GHz 5.2cm 2.6cm 1.3cm
WiFi 802.11 2.4GHz 12.5cm 6.2an 3.1cm
Celllular LTE 2600MHz 11.5cm 5.8cm 2.9cm
Cellular LTE 2100MHz 14.3cm 7.1cm 3.7cm
Cellular LTE 900MHz 33.3cm 16.6cm 8.3cm
Cellular LTE 700MHz 42.8cm 21.4cm 10.7cm
GPS 1.57GHz 19.0cm 9.5cm 4.7cm

For example, if you have a 900MHz LTE antenmhahViFi 2.4GHz antenna, you would want them to be

separated by at least 8.3cm to get good antenna separation.

So, it is recommended to use some external RF cables to extend and separate the adjacent antennas and ge

better antenna separation and RF perimance, if required.

17



1.64 Connecting DI/DO Devices

There areone DI andone DO ports together with power terminal block. Please refer to following specification
to connect DI and DO devices.

Mode Specification
- Trigger Voltage (high) Lagic level 15V~30V
Digital Input Normal Voltage (low) Logic level 0: 0\&v
Voltage Depends on external device
Digital Output (Relay Mode) maximum voltage is 30V
Maximum Current 1A

Example of Connection Diagram

PWR1
GND
GND
PWR2 VSRC BUTTON

DI+ T T
DO+ VSRC
DO LT

ALARM 1

18



1.65 ConnectingSerial Devices
The TLE371300series productgprovide 4-pin Terminal Blockerial portfor connecting to your serial device
Connect the serial device to thiterminal blockwith the right pin assignments of R32485 are shown as

below.

Pinl 2 3 4

Pin1 Pin2 Pin3 Pin4
RS232 GND RXD TXD GND
R$485 GND DATA DATA GND

19



1.6.6 Connecting Power

TheTLE371300series productan be powered by connectirane or twopower sourcsto the terminal block.
It supports dual 12 to 48V DC power inputs Following pictureindicates the power terminal block pin
assignments. Please check carefully and connect to the right power requirements and polarity.

For the dual power supply design on PWR1 and PWR2, the power supply mode can be either primary/back
or concurrentmodes. It depends on the voltage for PWR1 and PWR2.

If the voltage difference between PWR1 and PWR2 is greater than 5.0 volt (this is the case for using two pow
supplys with the different external spec., such as 48V and 24V), the power control wiockd in primary /
backup power mode. The one with higher voltage is treated the primary power, and the other one is regarde:
as a backup power. Normally, only the primary power supplys the required power to the gateway anc
connected PoE devices; the bapkpower supply will supply the power to the gateway and connected PoE
devices only when the primary power fails.

If the voltage difference between PWR1 and PWR?2 is less than 0.5 volt (this is the case for using two pov
supply with the same external spesuch as 48V), the power control circuit works in concurrent mode. Both
PWR1 and PWR2 supply required power to the gateway and connected PoE devices simutaneously.

Note: There may be an ambiguous situation for the voltage difference is less thantsBuvgjreater than 0.5

volt. Please be assure that the external power supply can supply enough power that the system required,
you may encounter the ambiguous situation that for some times, one on the power is the primary power, anc
some times if thedadingincreased the power control circuit may switch to concurrent mode that PWR1 and
PWR2 supplys power at the same time.
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1.6.7 Power Supply Installation

The power supply is an optional unit, is not included in the standard package. You havehtaspusc prepare
external power supply unit for providingower to the gateway Hereunder is an example for the Industrial
power supplyinstallation

U AC Power Cable Installation
The power supply unit power requirement is 1R80V AC, 50/60Hz with power miplines. AWG 18 power
cableisrecommended.

The terminal pin number assignment as below

PinNo. | Assignment
1 FG &
2 ACIN
3 ACIL

Please connect the live line, neutral line and earth line to the corresponding location.

U DC Power Terminal Block Installation
The Power Supply unibay consist ofone set or two sets of DC power output contact

You can connect the DC power supply and the terminal block power pins, as shown below, of the gatew:
with a power cableAWG 18 power cablis recommended.
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Insert DC power wireinto the contacts PWR1 or PWR2. The +V connect to PWRthed -V connect to GND.
After that, pulg in the terminal block to the socket at the side of the gateway.

gl

Finally, onnect the power plug of the powesupply cablgo an outlet, then the power supply units willirn
on and provideDCpower tothe connected device
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1.6.8 Connecting to the Network or a Host

The TLE371300 seriesprovides RJ45 pos to connect 10/100L000Mbps Ethernet. It can auto detect the
transmission speed on the network and configure itsetbauatically. Connect one Ethernet cable to the RJ45
LN o[!Dbo 2F KS RSOAOS IyR LJXdzaA |y20KSN) SyR 27
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1.69 Setup byConfiguring WEB Ul

You can browse web Ul to configure the device.

Type in theP Addresshttp:// 192.168.1.25%

& Windows Internet Explorer

ko bad) || 192.168,1.254 [ x]

When you see the login pagenter the user name anghassword ad then click¥2 3 Huyfton.
The default setting for both username and passwordis R Y.A y Q

Please enter your Username and Password.
Then, click 'Login' to access your router configuration
interface.

Username

Password

4 The default LAN IP address of this gatewdy9.168.1.2541f you change it, you need to login byingsthe
new IP address.

5 For security consideration, you asgonglyrecommenckd to change tke loginusername anghassword from

default values. Refer to Section 6.1.2 for how to change the setting.
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Chapter2 Basic Network
2.1 WAN& Uplink

Basic Network

[ wang uplink |

Physical Interface

Internet Setup

} Physical Interface  » Connection Setup  » Load Balance

o Physical Interface List
Interface Name
WAN-1 36146

WAN-2

Physical Interface

Always on

Disable

Operation Mode

Widget

Action

Loading Balance

The gateway providemultiple WAN interfacs to let all client hosts in Intranet of the gateway access the
Internet via ISP. But ISPs in the world apply various connection protocols to let gateways oderse€s dial
in ISP&nd then link to the Internet via different kinds of transmit media.

So, the WAN Connection lets you specify the WAN Physical Intekiégbl Internet Setup and WAN Load
Balance for Intranet to access Internet. For each WAN interface, you must specify its physical interface fir
and then its Internet setup to connect to IBesides, sincthe gateway has multiple WAN interfaces, you can
assign physical interface to participate in the Load Balance function.
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2.1.1 Physical Interface

Physical Interface b
LaList Interface Name Physical Interface Operation Mode Action
15
Physical WAN-1 Ethemet Always on
Interface List -
WAN-2 3G/4G Always on Edit
Configuration WAN-4 ] Disable Edit
yl, Select
Physical a
Interface
Item Setting
J, Select
Operation Mode ¥ Physical Interface Ethernet v
*Always on —
*Fail-Over ¥ Operation Mode Always on v
J, » VLAN Tagging Enable |2 (1-4095)

M2M gateways are usuallgquipped with various WAN interfaces to support different WAN connection
scenario for requirementYou can configurthe WANiInterfaceone by one to get proper internet connection
setup.Refer tothe product specification for the available WAN interfaces in the product you purchased.

The first step to configure one WAN interface is to specify which kind of connection medautet for the
WAN connection, as shown in "Physical Interface" page.

In "Physical Interface" page, there are two configuration windows, "Physical Interface List" and "Interfac
Configuration”. "Physical Interface List" window shows all the available gathyisterfaces. After clicking on

the "Edit" button for the interface in "Physical Interface List" window the "Interface Configuration" window
will appear to let you configure a WAN interface.

Physical Interface

r Ethernet WAN:The gateway has oner more RJ45 WAN postthat can be configured tdoe WAN
connectiors. You can directly connect txternal DSL modeiwr setup behind a firewall device

r 3G/4G WAN:The gatewayhas onebuilt-in 3G/4Gcellularas WAN connection. For eaatellular WAN,
there are 1 or ZSIM cards to be insertedr special failover function.

( )

Please MUST POWER OFF the gateway before you

' insert or remove SIM card.

The SIM card can be damaged if you insert or

remove SIM card while the gateway is in operation.

J
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Operation Mode
There are threoptionA § SYa a8V EBlI &8I Af 20SNEX YR a5AalofSé¢ T2

Always on: Set this WAN interface to be active #ile time. When two or more WAN are establishedat
"Always on" modeoutgoing data wilthroughthese WAN connections base on load balance policies.

Failover
Diagram For Failover A failover interface is a backup connection to the
| @Dlsconnected (r ) primary. That means only when its primary WAN
@——C wm: connection is broken, the backup connection will be
ISP-DSLAM ® Fa,,werl - Ztmv started up 'Fo subst!tute the primary connection.
@ As shown in the dmgranWANZl is backup WAI\for
P & @Cm o WANS WANlI. WAN1 serves as the primary connectiaiith )
WAN-2 Failover WAN1 operation mode "Always on". WAR g2y QU 0

- activated until WAN1 disconnected When WAN1
%__C bttt connectionis recovered back with a connectighyvill
ISP ﬁ W“” L_\_l take overdata traffic again. At that time, WAN2

(5 Failback to WAN- 1 connection will be terminated.

WAN 2 Gatewav

Y

@WAN -2 Terminate Connection

Cellular

WAN-1
Physical Interface: Ethernet
Operation Mode: Always on

WAN-2
Physical Interface: 3G/4G
Operation Mode: Failover (WAN-1)

*"WAN-1 Failback, WAN-2 Terminate

Seamless Failover:
In addition, there is a "Seamless" option for Failover
) operation mode. When seamless option is activated
®D'5°°““e°‘ed by checking on the "Seamless" box in configuration
i window, both the primary connection and the
®Fa"°"er wan-2 Gateway failover connection are started up after system
) / rebooting. But only the primary connection executes
Cellular é\ @ cKange Routing to WAN-2 the data transfer, while the failover one just kesp
“WAN-2 Failover WAN'1 alive of connection line. As soon as the primary
connection is broken, the system will switch,

(o
%__E;ﬁ ittt meaning failover, the routing path to the failover
1SPDSLA “’“" connection to save the dial up time of failover

Diagram For Seamless Failover

=3

ISP-DSLAM

®) Failback to WAN, 1 ANz Gateway connection since it &is been alive.
(®) Whenthed { St Yt Saaé¢ Sigacivates, itOK S
— Cellular_ “Bieen aive, no can allow the Failover interfacdo be connected

continuouslyfrom system booting up. FailovéVAN
interface just keeps connectingvithout data traffic.
The purpose ido shorten the switch time during failover processSo, whenprimary connection is
disconnectedfailover interface wiltake over the datdransfer missioninstantlyby only changing routing
path to the failover interface The dialingup time of failover connection is savesince it has been

*WAMN-1 Failback, WAN-2 Keep Alive
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connected beforehand.

VLAN Tagging

Sometimes, your ISP required a VLAN tag to be inserted into the WAN packets from Gateway for speci
servicesPlease enable VLAN tagging apecifytagin the WAN physical interface. Please be nateat only
Ethernet and ADSL physical interfaces support the feakoethe device with 3G/4G WAN only, it is disabled.
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Physical Interfacesetting

Go toBasic Network>WAN >Physical Interfaceab.

ThePhysical Interfacallowsuser to setupthe physcalWANinterface and to adjust WA® behavior.
Note: Numbers of available WAN Interfaaas be different for theourchasedyateway

Interface Name Physical Interface Operation Mode Action
WAN-1 Ethemet Always on Edit
WAMN-2 3G/AG Always on Edit
VWAN-3 . Disable Edit
WAN-4 . Disable Edit

When Edit button is applied an Interface Configurationscreen will appeadWAN1 interfaceis used in this
example

Interface Configuration
ltem Setting
» Physical Interface Ethernet v
¥ Operation Mode Always on v
* VLAN Tagging Enable |2 (1-4095)

Interface Configuration

Item Value setting Description

1. A Must fill setting Selectone expected interface from the available interfadr®pdown list
2. WANL1 is the primary Depending on th@atewaymodel, Disableand Failoveroptions will be
interface and is factory  available only to multiple WAN gateways. WAN WAN- interfaces are
set to Always on. only available to multiple WAN gateway.

Define the operation modef the interface.

SelectAlways onto make this WAN always active.

Physical Interface

Operation Mode A Must fill setting
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SelectDisableto disable this WAN interface.

SelectFailoverto make this WAN a Failover WAN when the primary or tl
secondary WAN link failed. Then select the primary or the existed
semndary WAN interface to switch Failover from.

(Note: for WANL, onlyAlways onoption is available.)
Checkinablebox to enter tag value provided by your ISP. Otherwise
uncheck the box.

VLAN Tagging Optional setting Value Rangel ~ 4095.

Note: This fetre isNOTavailable for 3G/4G WAN connection.
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2.1.2 Internet Setup

Internet Setup
.

Internet
Connection List

bepeat Edit

WWAM-x

3G/4G Ether;oitup

Internet Connect II
Configure [WAN-x]

select

WANM Type

¢ Popup

xxx WAN Type
Configuration

After specifying the physical interface for each WAN connection, administrator must configure their

Address

Interface Name Physical Interface Operation Mode WAN Type Action
WAN-1 Ethernet Always on Dynamic IP lﬂ‘
WAN-2 3G/4G Always on 3G/4G lﬂ‘

-

Item Setting
» WAN Type Dynamic IF ~
-

Item Setting
» Host Mame (Optional)
» ISP Registered MAC Clone | (Optional)

» Connection Control

Auto-reconnect

*

» MTU

0 (0 is Auto)

» NAT

# Enable

connection profile to meet the dial in process of ISP, so that all cliesishin the Intranet of the gateway can

access the Internet.

In "Internet Setup” page, there are some configuration windows: "Internet Connection List", "Internet

Connection Configuration", "WAN Type Configuration" and related configuration windows fok¢abl type.

For the Internet setup of each WAN interface, you must specify its WAN type of physical interface first an
then its related parameter configuration for that WAN type.

After clicking on the "Edit" button of a physical interface in "InternetueList” window, the "Internet

Connection Configuration" window will appear to let you specify which kind of WAN type that you will use fol
that physical interface to make an Internet connection. Based on your chosen WAN type, you can configu

necessary grameters in each corresponding configuration window.
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Internet Connection ListEthernet WAN

»le Edit

Internet Connection List

l¢ Popup
Internet Connect
Configure

¢ select one

WAN Type=

DynamiclIP
Static IP
PPPoE
L2TP
PPTP L4 Setup
""" XXX WAN Type
Configuration

L4 Setup
Ethernet Connection
Common Configure

WAN Type for Ethernet Interface:
Ethernetis the most common WAN and uplink interface for M2M gateways. Usually it is connectexD@th
or cable modem foyou to setup the WAN connectiomhere are various WAN types to connect with ISP.

A Static IP:Select this option if ISP provides a fixed IP towben you subsribe the servicdsually is more

-

Item Setting
¥ WAN Type Dynamic IP »
Static IP
- Dyn&a P
PPFoE
Item PPTP Setting
L2TP —
» Host Name {Optional)

, ISP Registered MAC
Address

Clone | (Optional)

» Connection Control

Auto-reconnect (Always on) v

» MTU 0 {0 is Auto)
» NAT « Enable
# Enable
e DNS Query ICMP Checking

» Metwork Monitoring

# Loading Check

Check Interval |5 (seconds)
Check Timeout |3 {seconds)
Latency annn frmet

expensive but very importat for cooperate requirement.

A DynamiclP: The assigned IP address for the WAN by a DHCP $edifferent every time.lt is cheaper

and usually for consumer use.

A PPP over EthernetAs known as PPPoE. This WAN type is widely used for ADSL contiedsamsually

different for every dial up
A PPTP:This WAN type igopular insome countries, lik®ussia.
A L2TP :This WAN type igopular insome countries, likésrael.

Configure Ethernet WAN Setting

WhenEditbutton is appliedinternet Connection Configuratioscreen will appealVAN1 interfaceis used in

this example




WAN Type Dynamic IP

= Internet Connection Configuration { WAN -1)

Item

Setting

Dynamic [P ¥

FWAN Type

When you select it, "Dynamic IP WAN Type Configuration” will appear. Items and setting is explained below

# Dynamic IP WAN Type Configuration

Item

Setting

¥ Host Name |

| (Optional)

y ISP Registered MAC |
Address

|| Clone | (Optional)

Host Name An optionalsetting

Enter the host name provided by your Service Provider.

ISP Registered MAC

Address An optional setting

Enter the MAC address that you have registered with your service prov

OrClick theClonebuttonto cloneé 2 dzNJ t / Qa a.l / a2
Usualt GKAA Aa GKS t/Qa a!/ FRRNBa
Internet.

WAN Type= StatitP

@ Internet Connection Configuration { WAN -1)

Item

Setting

F WAN Type

When you select it, "Static IP WAN Type Configuration” will appear. ltems and setting is explained below

w Static IP WAN Type Configuration

ltem

Setting

» WAN IP Address |

FWAN Subnet Mask

1255.255.255.0 (/24)

|

P WAN Gateway |

» Primary DNS |

b Secondary ONS |

|
|
| (Optional)
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WAN IP Address A Must filled setting Enterthe WANIP addresgiven by your Service Provider

WAN Subnet Mask A Must filled setting Enterthe WAN subnet mask given by your Service Provider

WAN Gateway A Must filled setting Enterthe WAN gatewaytP addresgiven by your Service Provider
Primary DNS A Must filled setting Enterthe primaryWAN DN$P addresgiven by your Service Provider
Secondary DNS An optional setting Enterthe secondary?’/AN DN3$P addresgiven by your Service Piider

WAN Type= PPPoE

# Internet Connection Configuration { WAN -1

ltem Setting

» WAN Type PPPoE v

When you select it, "PPPoE WAN Type Configuration” will appear. Items and setting is explained below

% PPPoE WAN Type Configuration

Item Setting

b IPv6 Dual Stack [ | Enable

¥ PPPoE Account

¥ PPPoE Password

b Primary DNS | | (Optional)

b Secondary DNS | | (Optional)

b Service Name | | (Optional)

» Assigned IP Address | | (Optional)

PPPoOE Account A Must filled setting Enterthe PPPolJser Nameorovidedby your Service Provider.
PPPoE Password A Must filled setting Enterthe PPPoE passwopovidedby your Service Provider.
Primary DNS An optional setting Enterthe IP address of Primary DNS server.

Secondary DNS An optional setting Enterthe IP address of Secondary DNS server.

Service Name An optional setting Enter the service name if your ISP requires it

Assigned IP Address  An gotional setting Enter the IP address assigned by your Service Provider.
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WAN Type= PPTP

Item

Setting

F WAN Type

PPTP v

When you select,i"PPTP WAN Type Configuration” will appear. Iltems and setting is explained below

ltem

Setting

¥ IP Mode

Dynamic IP Address =

¥ Server IP Address [ Name

¥ PPTP Account

» PPTP Password

¥ Connection D

{Optional)

» MPPE

Enable

PPTP WAN Type Configuration

Item

IP Mode

Server IP
Address/Name
PPTP Account
PPTP Password
Connection ID

MPPE

Value setting

A Must filled setting

A Must filled setting

A Must filled setting
A Must filled setting
An optional setting

An optional setting

Description
Select either Static or Dynamic IP address for PPTP Internet connectiol

5

When Static IP Addresis selectedyouwill need toenterthe WAN IP

Address WAN Subnet Maskand WAN Gateway

A WAN IP Addres@A Must filled setting Enterthe WANIP address
given by your Service Provider.

A WAN Subnet MaskA Must filled settin Enterthe WAN subnet
mask given by your Service Provider.

A WAN GatewayA Must filled settinyy Enterthe WAN gatewayP
addresgiven by your Service Provider.

WhenDynamic IAs selected there are no above settings required

Enter the PPTP server name or IP Address.

Enterthe PPTRIsername provided by your Service Provider

Enterthe PPTP connection passwqrnbvided by your Service Provider
Enter a name to identify the PPTP connection.

SelectEnableto enableMPPEMicrosoft Pointto-Point Encryptioh
security for PPTP connection.
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WAN Type= L2TP

Item

Setting

F WAN Type

L2TP v

When you select it, "L2TP WAMo& Configuration™ will appear. Items and setting is explained below

Item

Setting

¥ IP Mode

Dynamic IP Address =

¥ Server IP Address [ Name

¥ L2TP Account

¥ L2TP Password

» Service Port User-defined v | 1702
» MPPE Enable
L2TP WAN Type Configuration
Item Value setting Description
Select either Static or Dynamic IP address for L2TP Internet connectior
, WhenStatic IP Adressis selectedyouwill need toenter the WAN IP
Address WAN Subnet Maskand WAN Gateway
A WAN IP AddresgA Must filled settin Enterthe WANIP address
) . given by your Service Provider.
P Mode A Mustfilled setting A WAN Subnet MaskA Must filled settingy Enterthe WAN subnet
mask given by your Service Provider.
A WAN GatewayA Must filled settiny Enterthe WAN gatewayP
addresggiven by your Service Provider.
, WhenDynamic IHAs selected there are no above settings required
Server IP ) . Enter the L2TP server name or IP Address.
A Must filled setting
Address/Name

L2TP Account
L2TP Password

Service Port

MPPE

A Must filled setting
A Must filled setting

A Must filled setting

An optional setting

Enterthe L2TRusername provided by your Service Provider
Enterthe L2TRconnection passworg@rovided by your Service Provider
Enterthe serviceport that the Internet service
There are three options can lselected:
Auto: Port will be automatically assigned.
1701 (For Ciscopet service port tport 1701to connect todSCO
server
Userdefined: enter aservice portprovided by your Service
Provider
SelectEnableto enableMPPEMicrosoft Pointto-Point Encryptioh
security for PPTP connection.

35



Ethernet Connection Common Configuration

» Connection Control Auto-reconnect

L

\I.r Select

Connection » MTU SEILIP Enable
Control
» NAT +# Enable
Setup
“MTU [ v
-NAT Enable? > IGMP Disable
Enable ¥ WAN IP Alias Enable |10.0.0.1
Network
MMonitor ND_
Yesl -
Select Item Setting
*DNS Query
=ICMP Checking L
» Metwork Monitoring 7 Enable
»L Setup Configuration
*Loading Check? ek .
cCheck Interval » Checking Method DNS Query v
*Check Timeout . - ¢ Enable
*Latency Threshold » Loading Check
*Fail Threshold » Query Interval 5 (seconds)
*Target 1
“Target 2 » Latency Thrashold 3000 (ms)
.I:EE,.B.,.e » Fail Threshold 5 (Times)
IGMP Enable?
WANJ:PH:IiaEs? » Targsti DNS1 v
= » Target2 None v

There are some important parameters to betgp no matter which Ethernet WAN type is selected. You should

follow up the rule to configure.

Connection Contro

ISP-DSLA

@ Dlsconnected Gateway

E S xDSL

@ Re-connecting
Auto-reconnect

1SP-DSLAM @ Start Connecting Gateway

xDSL

(@ Disconnect when idle timeout?

Connect-on-demand
(D Request Coming

O HO00L Ok Ok

Auto-reconnect: This gateway will establish
Internet connection automatically once it has
been booted up, and try to reconnect once the
coy ySOUA2Yy A& gy ® LGQA
this scheme if for mission critical applications to
ensurefull-time Internet connection.

Connecton-demand:¢ KA & 31 G4Sg! g ;
establish Internet connection until local data is
going to be sent to AN side. After normal data
transferring between LAN and WAN sides, this
gateway will disconnect WAN connection if idle

time reaches value of Maximum Idle Time.
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Manually: ¢ KA a 3AFGSgte g2y Qi

ISP-DSLAM (@) start Connecting Gateway 7 D . g -
< —|* ‘— ........... R 2!'b O2yysSOuAzy dzyuAt &
xDSL a button on web Ul. After normal data transferring

(® Disconnect when idle timeout between LAN and WAN sides, this gateway will

disconnect WAN connection if idle time reaches

Manually
value of Maximum Idle Time.

Please be noted, if the WAN interface serves as the primary one for another WANdaterf&ailover role,
GKS /1 2yySOGAz2y [/ 2yiNRf LI NIYSIGSNI gAff y20 065 -I @I
NBEO2yySOG o6!'ftglea 2y0¢d

Network Monitoring

It is necessary to monitor connection status continuous.

Start To do it, "ICMP Checkind "FQDN Query" are used to
N check. When there is trafic of connection, checking
Fail =0 packet will waste bandwidth. é3ponse time of replied
No W packets may also increase. To avoid "Network
| Emable? Monitoring” work abnormally, enalshg "Checking
Ve;l Loading"option will stopconnection check when there is
Loading Yes [ Waitfor ke traffic. It will wait for another "Check Interval” and then
Snoveh? Check Interval check loading again.
a“ve‘]:h:;':;‘ ong When you dodNetwork Monitoring, if reply time longer
¥>{ +FQDN Query or than "Latency" or even no response longer than
"ICMP Check "Checking Timeout", "Fail" count will becreased. If it is
--Ch.i:dng No o continuous and "Fail" count is more than "Fail Threshold",
Timeout”? —> » "Latency” gateway will do exception handing process andnigal
Yes |~ Yes | this connection again . Otherwise, network monitoring
- ‘!f‘ process will be start again.
Fail = Fail +1
L
|[No Fail >

Fail Thresh ?

[ ves

Exception Handing
System Re-initial
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Set upoEthernet Common Configuratie

Ethernet WAN Common Configuration

Item

Connection Control

Maximum ldle Time

MTU Setup

MTU Setup

NAT

Network Monitoring

Value setting

A Must filled setting

1. An Optional setting
2. By defaul600seconds
is filledtin

1. An Optional setting
2. Uncheckby default

=

A Must filled setting

2. Auto (value zero) is
set by default

3. Manual set range

1200~1500

An optional setting

2. NAT is enabled by

default

=

1. An optional setting
2. Enabled by default

Description
There are three connection modes.

1  Auto-reconnectenables the router to always keep the Internet
connection on.

1  Connecton-demandenables the rowr to automatically re
establish Internet connection as soon as user attempts to acce
the Internet. Internet connection will be disconnected when it h
been inactive for a specified idle time.

1  Connect Manuallyallows user to connect to Internet manually
Internet cnnection will beinactive afterit has been inactive for
specified idle time.

Specify the maximum Idle time setting to disconnect the internet
connection when theonnection idle timed out.

Value Range300 ~ 86400.

Note: This field is available only wh@wonnecton-demandor Connect
Manuallyis selected as the connection control scheme

Check the Enable baa enable the MTU (Maximum Transmission Unit)
limit, and specify theéTUfor the 3GAG connection.

MTUrefers to Maximum Transmission Unit. It specifies the largest packe
size permitted for Internet transmission.

Value Range1200 ~ 1500.

MTUrefers to Maximum Transmission Unitspecifies the largest packet
size permitted for Internet transmission.

When settoAuto 6 @ £ dzS WYn Qo> §KS TBRrdzassS NJ
Internet connection performance.

Enable NAT to apply NAT on the WAN connection. Uncheck the box to
disable NAT function.

Whenthe Network Monitoring feature is eabled, the gatewaywill use
DNS Query or ICMP to periodically check Internet connecgtionnected
or disconnected.

Choose eitheDNS Querpr ICMP Checkintp detect WAN link

With DNS Querythe system check theconnectionby sending DNS
Querypackets to the destination specified in Target 1 and Target !
With ICMP Checkinghe system will check connectidoy sending
ICMP requespackets to the destination specified in Target 1 and
Target 2

Loading Check

Enable Loading Chbk allows the router to ignore unreturned DNS
Queries or ICMP requests when WAN bandwidth is fully occupied
This is to prevent false lirdlown status.

Check Intervatlefinesthe transmittinginterval between two DNS
Quely or ICMPcheckingpackets.

Check imeout definesthe timeout of each DNS query/ICMP.
Latency Thresholdlefinesthe tolerancethreshold of responding
time.

5

—  Fail Thresholdpecifieghe detected disconnection before the route

recognize the WAN link down statunter a number of detecting
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IGMP

WAN I[P Alias

Save
Undo

1. A Must filled setting
2. Disable is set by
default

1. An optional setting
2. Uncheckby default

N/A
N/A

disconnection times to be th#hresholdbefore disconnectionis
acknowledged.

—  Targetl(DNSIlset by afault) specifieghe first target of sending DN!

query/ICMP request

A DNS1set theprimaryDNSo be the target

A DNS2set thesecondaryDNSto be the targe.

A Gateway set theCurrent gatewayo be the target

A Other Host enter an IPaddresso be the target

Targe® (Noneset by dfaulf) specifieshe secondtarget of sending
DNS query/ICMP request.

A None to disableTarget2.

DNS1set theprimary DNSo bethe target

DNS2set thesecondaryDNSo be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddresgo be the target

Enable GMP (Internet Group ManagemeRrotocol) would enable the
router to listen to IGMP packets ttiscover which interfaces are connecte
to which device. The router uses the interface information generated by
IGMP to reduce bandwidth consumption in a nalticess network
environment to &oid flooding the entire network.

EnableWAN IP Aliashen enter the IP address provided by your service
provider.

WAN IP Aliass used by the device router and is treated as a second sef
WAN IRo provide dual WAN IP address to your LAN network.
ClickSaveto save the settings.

ClickUndoto cancel the settings.

> > >» I
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Internet

Connection ¢ |
3G/4G WAN Item Setting
» WAN Type [3GH4G +

Internet Connect
Configure

WAN Type=
3G/4G

3G/4G WAN Type

Configuration

1D ';Tﬂ: APN Account | Password | Authentication| Priority | Enable Actions
L4 Setup
Configure =] SIM-A APN Profile Configuration
SIM-A/ 5IM-B Item Setting
L4 Setup ¥ Profile Name [Profile-1

SIM-A/ SIM-B
APN Profile List

lﬂepeat Add/Edit

APN Profile-x

Item

= 3G/4G WAN Type Configuration

Setting

» Preferred SIM Card

SIM-A First » | Failback : (] Enable

Item

= Connection with SIM-A Card

Setting

» Network Type

Auto v

« SIM-A APN Profile List [N

Item

= 3G/4G Connection Common Configuration

Setting

» Connection Control

| Auto-reconnect v ‘

» Time Schedule (D) Always
» MTU 0 | (0is Auto)
SIM-A/B APN » NAT ¥ Enable

Profile Configuration

L4 Setup

3G/4G Connection
Common Configure

Preferred SIM Card Dual SIM Fail Over

For 3G/4G embedded devicene emkeddedcellularmodule cancreate only one WAN interfac@his device
has featured byusingdual SIM carddor one module with specidhil-over mechanismlt is called Dual SIM

{La CFAf

Failover.This feature is useful for ISP switch over when location is chaifgiglain & 5 dzl £
I Y RA &

are varioususage scenarios, including "SIMFirst”, "SIM  C AviNiERtaidback enabled or noE
hyteé YyRhyferd ®
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SIMA/SIMBonly WKSY 6 { byt eé. 2INyfadd arkd dzid SR ard iK the calyiBetd F A
be used for negotiation parameters between gateway deviceaealdlar ISP

SIM-A / SIMB first without enable Failback

. @ RSTlI4zf CANBR{Ea aOS;/I NA 2celldlad ISHaa S
‘ : data transferly G KS OI-ACGARHG&G{2RBABNELE &
(,(( )),.1 ' L'*; () gateway will try to connect to the Internet by using SAvbr SIMB card

| Q ﬁT first. And when the connection is broketine gateway will switch to use
the other SIM card for an alternate automatically amil not switch back
to use original SIM card except current SIM connection is also broken.
That is, SIMA and SIMB are used iteratively, but either one will keep
being used for data transfer when current connection is still alive.

; R
Disconnected g;.a S &

£

R Fail}ver

"
."‘
"

() -1,
& 'Et.)nnected

ISP : Not back to SIM-A

SIM-A / SIM-B first with Failback enale

Disconnected g;.a

(‘g 0 ':H‘UT (€
ISP1 Fa||}ver R

() A

/A¢Connected UT
15P2 e

With Failback option enabledy { #a CANRG& a0
used to connect when the connection is broken, gateway
system will switch to use SH. And when SIMA
connectionis recovered, iwill switch back to use original
SIMA card
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Configure 3&G WAN Setting
When Edit button is applied Internet Connection Configurationand3GAG WAN Configuratioscreers will

appear.
Item Sefting
WAN Type 364G -
Item Setting
Preferred SIM Card SIM-A First v | Failback: Enable
Auto Flight Mode Enable

3G/4G Connection Configuration

Item

WAN Type

Preferred SIM Card

Auto Flight Mode

Value setting

1.A Must filled setting

2.3G/AGis set by
default

1. A Must filled setting
2. By defaulSIM-A First
is selected

3. Failbackis unchecked
by default

The box is unchecked by
default

Description
From the dropdown boxselectinternet connection methodor 3GAG
WAN ConnectionOnly3GAGis available.

Choose which SIM card you wdatuse for the connection

WhenSIM-A Firstor SIM-B Firstis selected, it means the connection is
built first by using SIM A/SIM B. And if the connection is failed, it will
change to the other SIM card and try to dial again, until the connection
up.

WhenSIM-A onlyor SIMB onlyis selected, it will try to dial up only using
the SIM card you selected.

WhenFailbackis checked, it means if the connection is dialgdnot using
the main SIM you selected, it will failback to the main SIM and try to
estaHish the connection periodically.

Note_1: For the product with single SIM design, o8§#A Onlyoption is
available

Note_2 Failbackis available only wheSIMA Firstor SIM-B Firstis
selected.

Check lhe Enablebox to activate the function.

By default, if you disabled th&uto Flight Mode the cellular module will
always occupy a physical channel with cellular tower. It can get data
connection instantly, and receive managing SMS all the time on require
If you enabled theAuto Flight Mode the gateway will pop up a message
oFlight mode will cause cellulunction to be malfunctioned when the
data session is offlineand it will make the cellular module into flight
mode and disconnected with cellulaawer phycially. In, addition,
whenever the cellular module is going to be used for data connection tc
backup thefailed primary connection, the cellular module will laetiveto
connect with cellular tower and get the data connection for use, It takes
few more seconds.

Note: Keep it unchecked unless your cellular ISP asked the connected
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gateway to enable the Auto Flight Mode

Configure SIMA / SIMB Card

Here you can set configurations for the cellular connection according to your situation or regairem

ltem Setting
v Network Type Auto v
» Dial-Up Profile IManual-configuration
r APN
v IP Type IPv4 v
+ PIN Code {Optional)
b Dial Mumber {Optional)
b Account {Optional)
» Password {Optional)
v Authentication Autc -
b IP Mode Dynamic IP
¥ Primary DNS {Optional)
» Secondary DNS (Optional)
» Roaming Enable

Note_1: Configurations of SH3l Card follows the same rule of Configurations of-818ard, here we list StV
A as the example.

Note_2: BothConnection with SIMA Cardand Connection with SIMB Cardwill pop up only when th&IM-A
Firstor SIMB Firs is selected, otherwise it only pops out one of them.

Connection with SIMA/-B Card

Item Value setting Description
SelectAuto to register a network automatically, regardless of thetwiork
type.
Select2G Onlyto register the 2G network only.
1. A Must filled setting  Select2G Prefetto register the 2G network first if it is available.
Network Type 2. By defauliduto is Select3G onlyto register the 3G network only.
selected Select3G Prefelto register the 3G network first if it is available.
SelectL.TE onlyo register the LTE network only.

Note: Options may be different due to the specification of the module.
Specify the type of dialp profile for your 3G/A@etwork. It can be
1. A Must filled setting ~ Manualconfiguration, APN Profile Listor Auto-detection.
DialUp Profile 2. By defaulManual
configurationis selected SelectManualconfigurationto setAPN(Access Point Name)jal Number
Account andPasswordo what your carrier provides.
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1. A Must filled setting

APN 2. String format any
text
1. A Must filled setting
IP Type 2. By defaultPv4is
selected
1. An Optionaketting
PIN code 2. String format
interger
Dial Number, 1. An Optionalsetting
Account, 2. String format any
Password text

1. A Must filled setting
Authentication 2. By defaultAuto is
selected

1. A Must filled setting
IPMode 2. By defaulDynamic IP
is selected

1. An Optionaketting
Primary DNS 2. String format IP
address (IPv4 type)
1. An Optionaketting
Secondary DNS 2. String format 1P
address (IPv4 type)

The box is unchecked by

Roaming default

SelectAPN Profile Listo set more than one prof to dial up in turn, until
the connection is established. It will pop up a new filed, please @gatic
Network > WAN& Uplink > Internet Setup > SIM\ APN Profile Lidbr
details.

SelectAuto-detection to automatically bring out all configurations nessi
while dialingup, by comparing the IMSI of the SIM card to the record list
in the manufacture@database.

Note_1:You are highly recommended to select tdanual or APN Profile
Listto specify the network for your subscription. Your ERaysprovides
such network settings for the subscribers.

Note_2: If you selectAuto-detection, it is likely to connect to improper
network, or failed to find a valid APN for your ISP.

Enter theAPNyou wantto use to establish the connection.

This is a mudifilled setting if you selecteanualconfigurationas diadup
profile scheme.

Specify the IP type of the network serveice provided by B#G
network. It can béPv4 IPvG or IPv46.

Enter the PIN (Personal Identification Number) code if it needs to un
your SIM card.

Enter the optionaDial Number Account andPasswordsettings if your ISF
provided such settings to you.

Note: These settings are only displayed when Mawaalfiguration is
selected.

SelectPAP(Password Authentication Protocol) and use such protocol to
I dzi KSY GAOFGSR gAGK GKS O NNA SNXQ3
SelectCHARChallenge Handshake Authentication Protocol) and use su
protocol to be authenticated with the cakrS NIQ& & S NIJS Np
WhenAuto is selected, it means it will authenticate with the server eithe
PAPor CHAP

WhenDynamic IHs selected, it means it will get all IP configurations fror
thed NNA SNXQRa aSNBSNI FyR aSid G2 GKS
If you have specific application provided by the carrier, and want to set |
configurations on your own, you can switchStatic IPmode and fill in all
parameters that required, such as IP address, subratk and gateway.

Note: IP Subnet Maslks a must filled settinggnd make sure you have the

right configuration. Otherwise, the connection may get issues.

Enter the IP addresetchange the primary DNS (Domain Name Server)
setting. If it is not filledn, the server address is given by the carrier while
dialingup.

Enter the IP address to change theesndary DNS (Domain Name Server
setting. If it is not filledn, the server address is given by the carrier while
dialingup.

Check the box to establish the connection even the registration status i
roaming, notin home network.

Note: It may cost additional charges if the connection is under roaming.

Create/Edit SIMA / SIM-B APN Profile List

You can add a new APN profile for the connection, or modify the content of the APN profile you added.
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available oty when you seledDialUp ProfileasAPN Profile List

Add Delete

Profile

ID MName

APN IP Type Account | Password | Authentication| Priority | Enable Actions

List all the APN profile you created, easily for you to check and modify. It is available only when you sele
DialtUp ProfileasAPN Profile List

WhenAdd button is applied anAPN Profile Configation screen will appear.

Item Setting
» Profile Name Profile-1
r APN
v IP Type IPvd »
b Account {Optional)
» Password {Optional)
v Authentication Auto v
¥ Priority
b Profile #| Enable

SIMA/-B APN Profile Configuration
Item

Profile Name

APN

IP Type

Account

Password

Authentication

Priority

Profile

Save

Undo

Back

Value setting

1. By defaulProfile-x is
listed

2. String format any text
String format any text

1. A Must filled setting
2. By defaultPv4is
selected

String format: any text

String format any text
1. A Must filled setting
2. By defait Autois
selected

1. A Must filled setting
2. String format integer

The box is checked by
default

N/A
N/A

N/A

Description
Enter the profile name you want to describe for this profile.

Enter theAPNyou want to use to establish the connection.
Specify the IP type of the network serveice provided by your 3GAG
network. It can béPv4 IPvg or IPv46.

Enter theAccountyou want to use for the authentication.
Value Range0 ~53 characters.

Enter thePasswordyou want to use for the authentication.
Select the Authentication method for the 3GAG connection.
It can beAuto, PAR CHAR or None.

Enter the value for the dialingp order. The valid value is from 1 to 16. It
will start to dial up with the profile that assigned with the smallest numbi

Value Rangel ~ 16.
Check the box to enable this profile.
Uncheck the box to disable this profile in diating action.

Click the Savebutton to save the configuratian

Click theUndobutton to restore what you just configured back to the
previous setting.

When theBackbutton is clickedthe screen will return to therevious
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page.

Setup 3G/4G Connection Comon Configuration

Here you can change common configurations for 3G/4G WAN.

ltem

Setting

¥ Connection Control

Auto-reconnect

F Time Scheduls

(0) Always

P MTU Setup

Enable

b IP Passthrough (Cellular

Enable Fixed MAC :

Eridge)

b NAT # Enable

b IGMP Disable

» WAN IP Alias Enable [10.0.0.1

3G/4G Connection Common Configuration

Iltem

Connection Control

Maximum ldle Time

Time Schedule

MTU Setup

IP Pasghrough
(Cellular Bridge)

Value setting

By defaultAuto-
reconnectis selected

1. An Optionalsetting
2. By defaul600 seconds
isfilled-in

1. A Must filled setting
2. By dedwult (0) Always
is selected

1. An Optionalsetting
2. Uncheckby default

1. The box is unchecked
by default

Description

WhenAuto-reconnectis selected, it means it wilty to keep thelnternet
connection on all the timavhenever the physical link is connected
WhenConnecton-demandis selected, it means thieternet connection
will be established only when detecting data traffic.

WhenConnect Manuallyis selected, it mans you need to click the
Connectbutton to dial up the connection manually. Please g&tatus >
BasicNetwork > WAN & Uplinkab for details.

Note: If the WAN interface serves as the primary one for another WAN
interface in Failover roleand vice veta), the Connection Control
parameter will not be availablen both WANss the system must set it to
G! o202y ySOUGE

Specify the maximum Idle time setting to disconnect ititernet
connection when the connection idle timed out.

Value Range300 ~ 86400.

Note: This field is available only wh@wonnecton-demandor Connect
Manuallyis selected as the connection control scheme

When(0) Alwaysis selected, it means this WAN is under operation all thi
time. Once you have set other schedule rules, there will be other option
select. Please go Object Definition> Schedulindor details.

Check the Enable box to enable the MTU (Maximum Transmission Unit
limit, and specify theéMTUfor the 3GAG connection.

MTUrefers to Maximum Transmission Unit. It specifies the largest packe
size permitted folnternet transmission.

Value Range1200 ~ 1500.

WhenEnablebox is checked, it means the device will directly asgign
WAN IP to thdirst connectedocal LAN client.
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NAT
IGMP

WAN I[P Alias

2. String formafor Fixed
MAC

MAC address, e.g.
00:50:18:aa:bb:cc

Checkby default

By defaultDisableis
selected

1. Unchecked by default
2. String format: 1P
address (IPv4 type)

However, vihenan optionalFixed MAGs filledin a nonzero value, it
means only the client with this MAC address can getitfeNIP address.

Note: When thelP Pasghroughis on,NATandWAN IP Aliasvill be
unavailable until the function is disabled again.

Uncheck the box to disabMAT(Network Address Translation) function.
SelectAuto to enablelGMPfunction.

Check theEnablebox to enabldGMP Proxy

Check the box to enabM/AN IP Aliasand fill in the IP address you want t
assign.

ltem Setting
¥ Network Monitoring # Enable
Configuration
. DNS Qluery

> Checking Method Query Interval |5 (seconds)
# Enable

» Loading Check Latency Threshold 3000 (ms)
Fail Threshold |5 (Times)

¢ Target DNS1 v

¥ Target2 None v

Network Monitoring Configuration

Item Value setting Description

Network Monitoring
Configuration

Checking Method

Loading Check

Target 1

1. An optional setting
2.Boxis checked by
default

1. An Optionalsetting
2.DNS Querys set by
default

1. An optional setting
2.Boxis checked by
default

1. An Optionalfilled

Check theEnablebox to activate the network monitoring function.

Choose eitheDNS Querpr ICMP Checkintp detect WAN link

With DNS Querythe system check theconnectionby sending DN®uery
packets to the destination specified in Target 1 and Target 2

With ICMP Checkinghe system will check connectioly sending ICMP
requestpackets to the destinatiospecified in Target 1 and Target 2

Query Intervaldefinesthe transmittinginterval between two DNS Qugor
ICMPcheckingpackets.

Check theEnablebox to activate the loading check futan.

Enable Loading Check allows taewayto ignore unreturned DNS
gueries or ICMP requests when WAN bandwidth is fully occupied. This
prevent false linkdown status.

Latency Thresholdlefinesthe tolerancethreshold of responding time.
Fail Thesholdspecifieghe detected disconnection before the router
recognize the WAN link down statinter a number of detecting
disconnection times to be ththresholdbefore disconnectionis
acknowledged.

Targetl specifieghe first target of sending DNS query/ICMP request
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Target 2

Save
Undo

setting
2.DNSlisselectedby
default

1. An Optionalfilled
setting
2.Noneisselectedby
default

N/A
N/A

DNS1set theprimaryDNSo be the target
DNS2set thesecondaryDNSo be the target.
Gateway set theCurrent gatewayo be the target
Other Host enter an IPaddressto be the target
Targetl specifiesghe second target of sending DNS query/ICMP reques’
None:no secondargetis required.

DNS1set theprimaryDNSo be the target
DNS2se the secondaryDNSto be the target.
Gateway set theCurrent gatewayo be the target
Other Host enter an IPaddresgo be the target
ClickSaveto save the settings.

ClickUndoto cancel the settings.
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2.1.3 Load Balance

a

Item Setting
Configuration v Load Balance # Enable
‘l( » Load Balance Strategy By Specific Weight ¥
Enable | By Smart Weight
Load J By Specific m
Balance o | By User Palicy .
Yes WAN ID Weight ‘ Action
Select one WAN - 1 ' a6 % ' . Editl':
Load Balance WAN - 2 ' 13 [ =

Strategy

Specific |Smart | User
Weight |Weight | Policy
Destination IP WAN

$ 1D Source IP Address Address Destination Port Interface | Enable ‘ Actions
Weight
Definition

Item Setting

Add Dealate

When there arenultiple WAN interfaces, and when the bandwidth of one WAN connection is not enough for
the traffic loads from the Intranet to the Internethe WAN load balance functionan be consideredo
enlarge the total WAN bandwidth.

Load Balance Strateg

There are threeoptional strategiedor load balanced . & { Y | NI By&sedifid Waight, and By User
t 2 £ AOmdiristrator carselect strategy according to application requirement and environment stafine
strategies are explained as below.

_______________________ - By Smart Weight
Next ime poriod, ‘;::: ::::‘ﬂ;l;tl:““ speed 2) . If based on"By Smart Weight" strategygateway
WAN-1 : WAN-2 = Previous records of ratio will take the line speed settings of all WAN

_ bySmart Weight =lgorithm interfaces  specified in "Physical Interface"
o — WAN-1 m configuration pageas default ratio for data

— transfer. Based on the ratio of packet bytes via
these WAN interfaces in past period (maybe 5

mmnms minutes), system decides how many sessions will
—WAN be transferred via each WAN interface foext
@ @} period. Administrator may take it as a fast
\‘@ % ~~Intranet imi i HH 1

Session Requests approach to maximize the bandwidth utilization of
multiple WAN interfaces inageway

AN-Z

Y Load Balance: Enable By Smart Weight
M Load Balance Strategy: By Smart Weight o
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By Specific Weight

Sessions always sent by ratio of

WAN-1: WAN-2 = (67% : 33%) = m:n . When youselect"By Specific Weighit you need to
- . set up ratio of WANL/WAN-2 to decide sessions
. & ~ sent ratio. Total ratio should be 100%. Ratio is
= aaministrator usually defined based on practical WAN speed of
: AR environment. Gatewadly trafficcontrol process will
WAN-L operate routing adequately based on the
p——

dedicatedweightsratio on all WAN interfaces.

Intranet

. @
% Session Reguests
AN-2

Load Balance: Enable
Load Balance Strategy: By Specificweight

WAN-1: 67% . .
WAN-2:33% By Specific Weight -

By User Policy
() ~If "By User Policy" load balance strategy
< "ﬂ@ ‘ é\ ________ : selected, it can allow you to mapping Source IP,
' : Destination IP, or Destination Roto assigned
WAN interfece. This IP address is not only a single
IP but also a subnet or IP range. Destination port
can be a single port or port range. You can select
one target for one mapping to setup IP address
Pl o AN eeatt Motk and leave othergust left aséanyé/ €AllE. Besides
[Load Balance]-[User Policy 2] ) this, you can also set protocol as TCP, UDP or
Source IP Address: 192.168.102.0/24 User Policy Based : Source IP/ .‘:‘ui:nr'.!e*t.== both.

WAN Interface: WAN-2
Policy: Enable

)
i
.
)
.
)

) =
___cCellular2 | é\ WAN-2: 3G/4G =K
=

® Load Balance 1
[Load Balance]-[Configuration] :
Load Balance: Enable ‘ 152_153_123,,(/24@ 1

Load Balance Strategy: By User Policy

[Load Balance]-[User Policy 1]
Source IP Address: 192.168.123.0/24

Diagrams shown on left side are examples user
policy. The first diagram illustrates example for
mapping various source IP subnets to different
WAN: nterface All packets from different sule

Google:-> WAN-1
Yahoo: -> WAN-2 (s ))

& m@ . Cellularl((g)\

ANL3SIE will be routed to the assigned WAN interfece.
N &(‘gm@:‘;ﬁ Administrator can manage and balance the
[Load Balance]{Configuration] Ioading among available WAN interfaces
t::::::::z::si::tbelzyzByUserPolicy : : accordingly.

The second diagram illustrates another example
for routing packets with designated destination IP

[Load Balance]-[User Policy 1]
Destination IP: (Domain Name)(www.google.com)

WAN Interface: WAN-1

EolilEnabls : or domain nameda a certain WAN interface.
[Laad_BaIa.nce]-[User Pgllcv 2] Staff Network )
pestination IP: (Bomain Namelwwwyahoo-Om) | )ser policy Based : If packets no belong to user policy rule, the

| Policy: Enable Destination 1P / Domain Name'  gateway just routes those packets based on
smart weight algorithm.
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Load Balance&etting

Go toBasic Network VAN & Uplink>Load Balancdah

The Load Balancdunction is usedto manage balance bandwidth usagenongmultiple WAN connections
When you choose "By Smart Weight" strategy, system will operate load balance function automatically base
on the embedded Smart Weight algorithm. However, when you chooseStiegific Weighit strategy, the
further "WeightDefinition" configuration window will let you define the ratio of transferred sessions between
all WAN interfaces for data transfer. At last, when you choose "By User Policy" strategy, the further "Use
Policy List" shows latlefined user policy entries, and the "User Policy Configuration" window will let you
create and define one user policy for routing dedicated packet flow via one WAN interface.

Enable/Select Load Balance Strategy

ltem

Setting

Load Balance

Enable

Load Balance Strategy

By Smart !

leight

Configuration

ltem
Load Balance

Load Balance
Strategy

Save

Undo

Value setting

Unchecked by default

1. A Must filled setting
2.By Smart Weighis
selected by default.

NA

NA

Description

Check theenablebox to activate Load Balance function.

There areup tothree load balancestrateges. Select the prefeed one.

By Smart WeightSystem will operate load balance function automatically
based on the embedded Smart Weight algorithm

By Specific Weight System will adjust theatio of transferred sessioremong

all WANs based orthe specifiedveightsfor eachWAN.

By User PolicySystem will route traffics through available WAN interface bas
on user defined rules.

Note: The number of available strategies depends on the model you purcha
Click theSavebutton to save the configuration

Clck theUndobutton to restore what you just configured back to the previou

setting.

When By Specific Weighis selected, user needs to adjust the percentage of WAN loading. System will give :
value according to the bandwidtfatio of each WAN at firstiine and keep the value after clickisgvebutton.
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# Weight Definition

WAN 1D Weight Action
WAN 1 %
T

WAN -2 % Edit

WAN ID NA The Identifier for each available WAN interface.
Entea the weight ratio for each WAN interface.
1. A Must filled setting Initially, the bandwidth ratio of each WAN is set default

Weight 2. Set with bandwidth ratio  Value Rangel ~ 99.

of each WAN by default.
Note: The sum of all weights c@be greater than 100%.

Save NA Click theSavebutton to save the configuration
Undo NA Clik the Undobutton to restore what you just configured back to the previou
setting.

When By User Policys selecteda User Policy Lisscreen will appear. With properly configured your policy
rules, ystem will route traffics through available WAN irfeere based on user defined rules

Create User Policy

= User Policy List [IXTH EEE0)

1D Source IP Address Desﬁtijl:jﬂrt;gg P Destination Port InT;AEH Enable Actions

WhenAdd button is appliedUser Policy Cdiguration screen will appear.

= User Policy Configuration

ltem Setting
¥ Source IP Address Any v
» Destination IP Address | Any v
» Destination Port Al v
r Protocol
» WAN Interface
¥ Policy [] Enable
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Source IP
Address

Destination IP
Address

Destination
Port

Protocol

WAN Interface

Policy
Save

Undo

1. A Must filled setting
2.Anyis seleced by default.

1. A Must filled setting
2.Anyis selected by default.

1. A Must filled setting
2. Allis selected by default.

1. A Must filled setting
2.Bothis selected by
default.

1. A Must filled setting
2. WAN-1 isselected by
default.

Unchecked by default

NA

NA

There are four options can be selected :

Any: No specific Source IP is provided. Traffic may comerom any source
Subnet Specify the @bnetfor the traffics come from the subnetnput format
IS I XXX XXX XXX.XXX/XX €.g. 192.168.123.0/

IP RangeSpecify the IP Range for the traffics come from the IPs

Single IPSpecify a unique IP Addrdss the traffics come from the IPhput
format is : XXX.XXX.XXX.XxX €1§2.168.1101

There are five options can be selected :

Any: No specific destination IP is provided. Titadfic may come tcany
destination.

Subnet Specify the Gbnetfor the traffics come to the subnetnput format is :
XXX XXX XXX XXX/XX €.392.168.10/24.

IP RangeSpecify the IP Range for the traffics come to the IPs

Single IPSpecify a unique IP Addrdss the traffics come to the IPnput
format is : XXX.XXX.XXX.Xxx €1§2.168.1101

Domain Name Specify the domain hame for the ffes come to the domain
There are four options can be selected :

All: No specific destination port is provided.

Port Range Specify the Destination Port Range for the traffics

Singe Port: Specify a unique destination Pdaor the traffics

Well-known Applications Select the service port of weknown application
defined indropdown list.

There are three options carelselected They ardBoth, TCR andUDP.

User can select the interface that traffic should go.

Note that the WAN interface dropdown list will only show the available WAN
interfaces.

Check theenablechedkbox to activate thepolicy rule.

Click theSavebutton to save the configuration
Click theUndobutton to restore what you just configured back to the previou
setting.
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2.2.2 VLAN

VLAN (Virtual LAN)s a logical network under a certain switch or router device to group client hosts with a
specific VLAN ID. Thimtewaysupports both Porbased VLAN and Tdégsed VLANThese functions allow
@2dz G2 RAGARS 20t (¢z251 ¢ f Bpamhah (reguirdiant forSsbidieyafplicatiéhA N
scenario. For exampleéhere are variouslepartmentswithin SMB.AIl client hosts in the same department
should own common accessiyitege and QoS property. You cassign departmentgither by port-based
VLAN or taghased VLAMNS a groupand then configurd by your plan.In some cases, ISP may need router to
adzLILIR2 NI a+[ ! b GF 3¢ F2NJ OSNI I &roup il MeliBes reduifed thiSeddde @S 4
one tagbased VLAN

If the gatewayhas only one physical Ethernet LAN port, only very limited configuraiscavailable if you
enable the Porbased VLAN.

U Port-based VLAN

Portbased VLAN function can group Ethernet ports, Rott Port4, and WiFi Virtual Access Points, MAP
VARS8, together for differentiated services like Internet surfing, multimedia enjoyment, VolP talking, and so on
Two operation modes, NAT and Bridge, can be applied to each VLAN group. One DHCP server can be alloc
for a NAT VLAN group to let group hasember get its IP address. Thus, each host can surf Internet via the
NAT mechanism of business access gateway. In bridge mode, Intranet packet flow is delivered out WAN tru
port with VLAN tag to upper link for different services.

VLAN Group 1 NAT
= T = Wireless Networl Al
l\l P\';vj.l_\‘l S i wﬁ = I‘Qternle*ﬂ
| -\? i | .,,4‘ ) ':\‘\ S Bridge xDSL Modem \Q‘gy’
— _FP/ ¢ //
e ((
- _cag e ‘____‘Wireless Network
T T T 1 /" Dy
5O LR
%" N S T ../ VLAN Group 2

\ Wired Netwerk /

[' 15 T Tt

1588 E

b Wired Netwerk

A port-based VLAN & group of ports on an Ethernet or Virtual APs of Wired or Wireless Gateway that form a
logical LAN segment. Following is an example.

For example,n a company, administrator schemes oun8twork segments, Lobby/Meeting Room, Office,
and Data Center. la Wireless Gateway, administrator can configure Lobby/Meeting Room segment with
VLAN ID 3. The VLAN group includes-Baahd VAR (SSID: Guest) with NAT mode and DBIGerver
equipped. He also configure Office segment with VLAN ID 2. The VLAN gtodesrRort2 and VAR (SSID:
Staff) with NAT mode and DH@Rerver equipped. At last, administrator also configure Data Center segment
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with VLAN ID 1. The VLAN group includes-Paxrith NAT mode to WAN interface as shown in following
diagram.

Wireless Gateway )

\ m@ xDSL and/or

- 4G Cellular

; 3
VLANID 1 % %

%
[ Ponass [ }Flere

@ Data Center

SETVIEIN

VID1:

DHCP Server: DHCP-1
VID2:

DHCP Server: DHCP-2
VID3:

DHCP Server: DHCP-3

@ Office Network  /

VLANID 2

VLANID 2

Above ighe general case for 3 Ethernet LAN ports in the gateway. But if the device just has one Ethernet LA
port, there will be only one VLAN group for the device. Under such situation, it still supports both the NAT an
Bridge mode for the Potthased VLAN coigjuration.

U Tagbased VLAN

Tagbased VLAN function can group Ethernet ports, Rort Port4, and WiFi Virtual Access Points, VAP
VARS, together with different VLAN tags for deploying subnets in Intranet. All packet flows can carry with
different VLANtags even at the same physical Ethernet port for Intranet. These flows can be directed to
different destination because they have differentiated tags. The approach is very useful to group some host
at different geographic location to be in the samerkgoup.

Tagbased VLAN is also called a VLAN Trunk. The VLAN Trunk collects all packet flows with different VLAN
from Router device and delivers them in the Intranet. VLAN membership in a tagged VLAN is determined |
VLAN ID information within the pack&étames that are received on a port. Administrator can further use a
VLAN switch to separate the VLAN trunk to different groups based on VLAN ID. Following is an example.
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VLAN Group 1

= Wireless Network WiFi

@ |’

— g |
Internet
xDSL Modem bt

Wireless Network

Wired Network

For example,n a company, administrator schemes ouh&work segments, Lab, Me&tg Rooms, and Office.

In a Security VPN Gateway, administrator can configure Office segment with VLAN ID 12. The VLAN grou
equipped with DHCGB server to construct a 192.168.12.x subnet. He also configure Meeting Rooms segmen
with VLAN ID 11. The WAgroup is equipped with DH&Pserver to construct a 192.168.11.x subnet for

LYGNr ySih 2yteo ¢KI G

Aaz

Of A Sy i

K2ad Ay

+[!b

segment with VLAN ID 10. The VLAN group is equipped with-DE€}rr to construct a 192.168.10.x subnet.

Gateway

xD5L and/or
4G Cellular

VID10 :
DHCP Server: DHCP-1{192.168.10.x)
VID11 :

DHCP Server: DHCP-2{192.168.11.x)
VIiD12:

DHCP Server: DHCP-3(192.168.12.x)
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U VLAN Groups Access Control

Administrator can specify the Internet access permission for all VLAN groups. He can also configure whi
VLAN groups are allowed to communicate with each other.

VLAN Group Internet écess

Administrator can specify members of one VLAN group to be able to access Internet or not. Following is «
example that VLAN groups of VID is 2 and 3 can access Internet but the one with VID is laceesmt
Internet. That is, visitors in meeting e and staffs in office network can access Internet. But the
computers/servers in data center cannot access Internet since security consideration. Servers in data cent
only for trusted staffs or are accessed in secure tunnels.

Wireless Gateway ()

xQSL and/or y
4G*Qe||u|ar 0
i §
' x Port-1. 2 3
VLANID1 Y VLANID 3

LA

(&

@ Office Network

VLANID 2

VLANID 2
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Inter VLAN Group Routq:

In Portbased tagging, administrator can specify member hosts of one VLAN group to be able to communica
with the ones of another VLAN group or not. This is a communication pair, and one VLAN group can join ma
communication pairs. But communicationdr A NJ R2Say Qi KIF @S (GKS (NI yaA
O2YYdzyAOFGS 6AGK . X FTYyR . OFly O2YYdzyAOFIdS 4A0K
example is shown at following diagram. VLAN groups of VID is 1 and 2 can access each otleeobes th
0SG6SSY L5 ™M FYyR *#L5 o FYyR 06S6SSy L5 H YR =L

Wireless Gateway ()

xDSL and/or
4G Cellular

VLANID1

¢ VLANID 2
VLANID 2
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VLANSetting

Go toBasic Network AN & VLAN VLANTah

The VLAN function allows you to divide local network into different virtualsLANere are Porbased and
Tagbased VLAN tygs. Select one that applies.

Item Setting
VLAN Types Port-based ¥
Configuration
Item Value setting Description

VLAN Type Selectthe VLAN type that you want @doptfor organizing you local subnets.
Port-based Portbased VLAMIlowsyou to add rule foeach LAN port, and yoL
can do advanced contralith its VLAN ID.

Tagbased Tagbased VLAMIlowsyou to add VLAN ID, and select member ai

DHCP Server for this VLAN ID. Goagbased VLAN Ligable.
Click theSavebutton to save the configation

Port-basedis selected by
default

Save NA

Port-based VLAN Create/Edit VLAN Rules

The portbased VLAN allows you to custom each LAN port. There is a default rule shows the configuration of
LAN pors. Also,if your device has a DMZ port, you will see DMZ configuration, too. The madiennumbers
is based on LAN port numbers.

Add Delete
Mame VLANID ngligiﬁg MAT / Bridge Port Members LAN IP Address Subnet Mask Joined WAN WAN VID Enable | Actions
CitlZ 4094 S MAT DZ Port 192.168.6.254 255.255.255.0 WAN - 1 0 Edit
LAMN Mative WLAMN H MAT Detail 192.168.123.254 2552552450 AlLWANS i Edit

Apply | Inter YLAN Group Routing

When Add button is applied Port-based VLAN Configuration screen will appear, which is including 3 sections:
Port-based VLAN ConfiguratiohP Fixed Mapping Rule Ljsind Inter VLANGroup Routing(enter through a
button)

Port-based VLAN Configuration

59



ltem Setting
» Name V0LAN-1
» VLAN ID
¥ VLAN Tagging Disable *
» NAT / Bridge NAT

PORT2 (] PORT3 [| PORT4

» Port Members VAP1 [] VAP2 [] VAP3 [ VAP4 [ VAP5 [ VAPG [] VAPT [] VAPS
» WAN & WAN VID to Join All WANs ¥ | |None

b LAM IFP Address

192.168.2.254

¥ Subnet Mask

2552552550 (/24) v

» DHCP Server/Relay Server

T

¥ DHCP Server Mame

Starting Address:

192.168.2.100

¢ IP Pool
o0 Ending Address:  |192.168.2.200
b Lease Time 86400 seconds
* Domain Name (Optional)
¥ Primary DNS (Optional)
» Secondary DNS (Optional)
» Primary WINS (Optional)
» Secondary WINS (Optional)
b Gateway (Optional)
¥ Enable
Port-based VLAN Configuration
Item Value setting Description
1. A Must filled setting Define theNameof this rule. It has a default text and canna modified.
Name 2. String format: already
have default texts
VLAN ID A Must filled setting Define the VLAN ID number, range is 1~4094.

VLAN Tagging Disableis selectedy

default.
NAT / Bridge  NATis selectedy default
Port Members These box is unchecked by
default.
WAN & WAN  All WANSis selectedy
VID to Join default
LAN IP A Must filled setting

The rule is activated according AN ICand Port Membersconfiguration
when Enableis selected.

The rule is activatedcagordingPort Membersconfiguration wherDisableis

selected.

SelectNATmode orBridgemode for the rule.

Select which LAN pdg)and VARs)that you want to add @ the rule.

Note: The available member list can be different for the purchased product.

Select whichkVANor All WANSsthat allow accessing Internet.

Note: If Bridge mode is selectegipu need to seldca WAN andentera VID.

Assign aP Addresgor the DHCP Server that the rule used, this IP address
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Address
Subnet Mask

DHCP Server
/Relay

DHCP Server
IP Address
(for DHCP
Relayonly)
DHCP Server
Name

IP Pool

Leag Time

Domain Name

Primary DNS

Secondary
DNS

Primary WINS

Secondary
WINS

Gateway
Enable

Save

Undo

255.255.255.0(/24)s
selectedby default

Serveris selectedby default

A Must filled setting

A Must filled setting

A Must filled setting

A Must filled setting

String format can be any
text
IPv4 format

IPv4 format
IPv4 format
IPv4 format

IPv4 format
The box is unchecked by
default.

NA

NA

gateway IP.
Select &Subnet Maskor the DHCP Server.

Define theDHCP Serveaype.

There are three types you can seleServer Relay andDisable

Relay SelecRelayto enable DHCP Relay function for the VLAN group, and \
only need tdfill the DHCP ServdP Addresdield.

Server SelectServerto enable DHCP Server function for the VLAN group, ar
you need to specify the DHCP Server settings

Disable SelectDisableto disable the DHCP Server function for the VLAN gro
If you selectRelaytype of DHCP Server, assigDtdCP Server IP Addrebst
the gateway will relay the DHCP requests to the assigned DHCP server.

Define name of the DHCP Serf@rthe specified VLAN group

Define the IP Pool range.

There areStarting Addresand Ending Addres§elds If a client requests an IP
address from this DHCP Server, it will assign an IP address in the rdiRge of
pool.

Define a period of time for an IP Address that the DHCP Server leases to a
device. By default, thkease timeis 86400 seconds.

The Domain Name of this DHCP Server.
Value Range0O ~ 31 characters.

The Primary DNS of this DHCP Server.
The Secondary DNS of this DHCP Server.
The Primary WINS of this DHCP Server.
The Secondary WINS this DHCP Server.
The Gateway of this DHCP Server.

ClickEnablebox to activate this rule.

Click theSavebutton to save the configuration
Click theUndobutton to restore vhat you just configured back to the previous
setting
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Besidesyou can adasome IPrules in the IP Fixed Mapping Rule LigtDHCPServerfor the VLAN groups is
required.

Add Delete

MAC Address IP Address Enable Actions

Item Setting

P MAC Address

b IP Address

¥ Enable

Save

WhenAdd button is appliedMapping Rule Configuratioscreenwill appear.

Mapping Rule Configuration

Item Value setting
MAC Address A Must filled setting

Description

Define theMAC Addressarget that the DHCP Server wantsnatch

Define thelP Addresghat the DHCP Server will assign.

If there is a request from the MAC Address filled in the above field, the DHC

IP Address A Must filled setting Server will assign thl® Addresgo the client whoseMAC Addressnatched the
rule.
The box is unchecked by ClickEnablebox to activate this rule.
Enable
default.
Save NA Click he Savebutton to save the configuration

Note: ensure to alwayslick onApply button to apply the changes aftéhe web browser refreshed taken you
back to the VLAN page.

Flease Click Apply button to take effect.

ol Add Delete
Mame VLAN ID Tgldgi::u MAT / Bridge Port Members LAN IP Address Subnet Mask Joined WAN WAN VID Enable | Actions
DMz 4084 H MAT DMZ Part 192168.6.254 256.2595.245.0 WA - 1 a Edit
LAM Mative YLAN H AT Dretail 192168.123.254 2852552850 AllWANS 0 Edit
Edit
WYLAN-1 2 H MAT Dretail 192168.2.254 255.2595.245.0 All AN a
Select
Apply | Inter VLAM Group Routing
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Port-based VLAN Inter VLAN Group Routing

ClickVLAN Group Routingutton, the VLAN Group Internet Access Definitiamd Inter VLAN Group Routing
screen will appear.

= VLAN Group Internet Access Definition

VLAN IDs Members Internet Access{WAN)
1 Port:23.4:VAP: 12345678 Allow

@ Inter VLAN Group Routing

VLAN IDs Members Action

Save | Back.

WhenEditbutton is applied a screen similar to this will appear.

= YLAN Group Imternet Access Definition

VLAN IDs Members Internet Access{WAN)
RN Port: 234 VAP:12345678 Allows| Edit

# |nter VLAN Group Routing

VLAN IDs Members Action

910

By default, all boxes are checked mean&/aIAN IDmembers are allow to

VALN Group access WAN interface.

Internet All boxes are checked by  If uncheck @ertainVLANIDD 2 ES A G YSIy&d GKS +[! b
Access default. Internet anymore.

Definition Note: VLAN ID 1s availablealways; it is the default VLAN IDL&&Nrule. The

other VLAN IB are available only whethey areenabled

Click the expected VLAN IDs box to enable the Inter VLAN access function
By default, m¥ 6 SNE Ay RATFTFSNBY{ =[ !Theghténdy
supportsup to 4 rules forinter VLAN Group Routing.

For example filD_1 and ID_2 are checked, it means members in VLAN ID__
access members of VLAN IDa@d vice versa

Save N/A Clickthe Savebutton to save the configuration

Inter VLAN The box is unchecked by
Group Routing default.
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Tagbased VLAN Create/Edit VLAN Rules

The Tagbased VLAMNallows you to custome each LAN port according to VLAN ID. There is a default rule
shows the configuration of all LAN ports aaltl VAPs. Alsaf your device has a DMZ port, you will see DMZ
configuration, too. The router supports up to a maximum of 12gktased VLAN rule sets.

- Add Delete

VLAN ID | Internet Port VAP DHCP Server Actions

Mative , Edit

2¥ 3w 4 1 2¢ 32 45«6« T8 DHCP 1
VLAN J Select
WhenAdd button is applied Tagbased VLAN Configuratioscreen will appear.
Item Setting

» VLAN ID 0

b Internet Access ¢ Enable

b Part 2030 4

b VAP 1 2 3 = 5 B 7 8

» DHCP Server DHCP 1~

Save
Tagbased VLAN Configuration
Item Value ®tting Description
VALN ID A Must filled setting Define theVLAN IDhumber, range is 6~4094.
Internet The box is checked by ClickEnablebox to allow the members in the VLAN group access to internet,
Access default.
Port The box is unchecked by Check theLAN portbox(es) to join the VLAN group
default.
VAP The box is unchecked by Check the VABox(es) to join the VLAN group
default. Note: Only the wireless gateway has the VAP list.

Selecta DHCP Servdp these members of thi¥LAN group

To create or edit DHCP server for VLAN, ref@asic Network AN & VLAN
DHCP Server

ClickSavebutton to save the configuration

Note: After clickingSavebutton, always cliclpply button to apply the settimgs.

DHCP 1s selectedy

DHCP Server default

Save N/A
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2.2.3 DHCP Server

u DHCP Server

The gateway supports up to 4 DHCP servers to fulfill the DHCP requests from different VLAN groups (ple:
refer to VLAN section for getting more usage details). And there is one default setting for whose LAN |
AddSaa Aa GKS alyYS 2yS 2F 3raSére [!'b AYGSNFIFOS:
YR Ad&a RSTFldzZA G Lt t22f NIy3aSa Aa FTNBY admnné 0:
WEB UL.

Gateway

@ Office Network

User can add more DHCP server @mizNJ G A2y a o0& Of AO1Ay3a 2y (GKS a! RF
Ot AO1AYy3 2y GKS a9RAGE odziti2y i GKS Sy Resiefusdl OF
canseleca51 / t { SNBSNJ I YR RSt SGS &bh2&e | gRAOKEYASSY Su K

65



U Fixed Mapping

User can assign fixed IP address to map the specific client MAC address by select them then copy, when tar
were already existed in th®HCP Client Lisbr to add some other Mapping Rules by manuallndwance,
once the target's MAC address was not ready to connect.

PC-A

R

@Oﬂ”ceNetwork

........... MACAddress . ....eeeeeeeeee,
{ PC-A: 00-12-34-AB-CD-0A :_ ¢ 192.168.123.150
: : Fixed Mapping : :
: PC-B: ey | :
PC—C 00-12-34-AB-CD-0C : : 10.10.133.181

----------------------------------------------------------------------------------
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DHCP Server Setting

Go toBasic Network AN & VLAN DHCP Servé@rah

The DHCP Server setting allows user to create and customize DHCP Server policies to assign IP Address
the devices on the local area network (LAN)

Create / Edit DHCP Server Policy
Thegatewayallows you to custom your DHCP Server Pdficyultiple LAN ports are available, you can define
one policy for each LAN (or VLAN group), asdpports up to a maximurof 4 policy sets

- | Add | | Delete || DHCP Client List |
DHCP

LANIP Lease Domain Primary Secondary Primary | Secondary

ilzr:.lir Address Subnet Mask IP Pool Time = Name DNS DNS WINS WINS Gateway Enable Actions
DHCP 192.168.66.100- Edit
192.168.66.1 | 255.255.254 0 ) . 900 0.0.00 0.0.00 0.0.0.0 0000 0.00.0 - -
1 192.168.66.200 Fixed Mapping
e = =

WhenAdd button is appliedDHCP Server Configurati@ereen will appear.

Item Setting

¥ DHCP Server Name DHCP 2
b LAN IP Address 192.168.2.254
¥ Subnet Mask 255.0.0.0 (/8) v

Starting Address:
" [P Pool Ending Address:
b Lease Time 86400 seconds
* Domain Mame (Optional)
¥ Primary DNS (Optional)
¥ Secondary DNS (Optional)
¥ Primary WINS (Optional)
¥ Secondary WINS (Optional)
» Gateway (Optional)
» Server Enable
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DHCP Server Configuration

Item Value setting Description
1. String f t
DHCP Server String format can be any _
Name text Enter a DHCP Serveaime. Enter a name that is easy for you to understand.
2. A Must filled setting
LAN IP 1. IPv4 format.
. . The LAN IP Address of this DHCP Server.
Address 2. A Must filled setting
255.0.0. is set
Subnet Mask 55.0.0.0 (8) is set by The Subnet Mask of this DHCP Server.
default
P Pool 1. IPv4 fornat. The IP Pool of this DHCP Server. It composed of Starting Address entered
2. A Must filled setting field and Ending Address entered in this field.
Lease Time 1. Numberic string format. The Lease Time of this DHCP Server
2. A Must filled setting Value Range300 ~ 604800 seconds.
Domain Name fet)iltng format can be any The Domain Name of this DHCP Server.
Primary DNS  IPv4 format The Primary DNS of this DHCP Server.
S d .
DeNcson any IPv4 format The Secondary DNS of this DHCP Server.
Primary WNS  IPv4 format The Primary WINS of this DHCP Server.
S d .
Weiaosn ary IPv4 format The Secondary WINS of this DHCP Server.
Gateway IPv4 format The Gateway of this DHCP Server.
Server The box is unchecked by ClickEnablebox to activate thiDHCRerver.
default.
Save N/ A Click theSavebutton to save the configuration
Undo N/A C|IC.k theUndobutton to restore what you just configured back to the previou
setting.
When theBackbutton is clicked the screen will return to the DHCP Server
Back N/A

Configurdion page.

Create / Edit Mapping Rule List on DHCP Server

Thegatewayallows you to custom your Mapping Rule List on DHCP Server. It supports up to a maximum of ¢

ritla cote\WhanEiv Manninohiittnn_ ic annliad _thdlannina Piila | ictrroon will anneaar
Add Delete

MAC Address IP Address Enable Actions

WhenAdd button is appliedMapping Rule Configuratioscreen will appear.
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Item Setting

P MAC Address

b IP Address
» Rule Enable

Mapping Rule Configuration

Item Value setting Description
1. MAC Address string
MAC Address format The MAC Address of this mapping rule.

2. A Must filled setting

1. IPv4 format.
IP Address The IP Add f thi i le.
2. A Must filled setting © ress OTThis mapping rute

The box is unchecked by

Rule ClickEnablebox to activate this rule.

default.
Save N/A Click theSavebutton to save the configuration
Undo N/A C|IC-k theUndo button to redore what you just configured back to the previous
setting.
When theBackbutton is clicked the screen will return to tieHCP Server
Back N/A ) .
Configurationpage.

View / Copy DHCP Client List

WhenDHCP Client Listtton is applied DHCP Client Listreen will appear.

Copy to Fixed Mapping

LAN Interface IP Address Host Name MAC Address Remaining Lease Time Actions

Ethernet Dynamic (192.168.1.100 James-P45Y 74:D0:2B:62:8D:42 00:49:07 Select

When the DHCP Client is selected &@wpy to Fixed Mappingutton is applied. The IP and MAC address of
DHCP Client will apply to the Mapping Rule List on specific DHCP Server automatically.

Enable / Disable DHCP Server Options

TheDHCP Server Optiorsetting allows user to sddHCP OPTIONS,6®, or 114. Click theEnablebutton to
activate the DHCP option function, and the DH&EPver will addhe expectedoptions in its sending out
DHCPOFFHRICPACpackages.
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66 TFTP server name [REC 2132]
72 Default World Wide Web Server [REC 2132]
114 URL [REC 3679]
Item Setting
» DHCP Server Options () Enable

Create / Edit DHCP Server Options

Thegatewaysupports up to a maximum of 99 option settings.

= DHCP Server Option List (%50 IPEE

1D Option Name DHCP Sever Select | Option Select Type Value Enable Actions

WhenAdd/ Editbutton is appliedDHCP Server Option Configuratisareen will appear.

# DHCP Server Option Configuration '. m

Item Setting
Option Name |Option 1 |
DHCP Sever Select
Option Select |DHCP OPTION 66 v |
Type | Single IP Address ¥ |
Value |
Enable [} Enable

_ L. String format can be an . o pycp Serv@ption name.Enter a name that is easy for you
Option Name  text understand

2. A Must filled setting
DHCP Server Dropdown list of all available
Select DHCP servers.

Choose the DHCP server this option sHagpply to.

Choose the specific optidinom the dropdown list. It can b®ption 66 Option
72, Option 144 Option 42 Option 15Q or Option 16Q

Option 42for ntp server;

Option 66 for tftp;

1. A Must filled setting
Option Select 2. Option 66 is selected by

default. Option 72for www;
Option 144for url;
Type Dropdown list of DHCI Each different options has different value types.
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https://www.ietf.org/rfc/rfc2132.txt
https://www.ietf.org/rfc/rfc2132.txt
https://tools.ietf.org/html/rfc3679

ASNIISNI 2LIGA 2y Single IP Address

66 Single FQDN
72 Lt ! RRN’aasSa [AadG> &aSLINXriSR o
114 Single URL
42 Lt ! RRN’aasSa [AadG> &aSLINXridSR o
150 Lt ! RRNBaasSa [AadX aSLINIGSR o
Single IP Address
160 ;
Single FQDN
Should conform to Type
1. IPv4 format Type Value
2. FQDN format Single IP Address IPv4 format
Value 3. IP list 66 ,
4. URL format Single FQDN FQDN format
5. A Must filled setting 72 Lt ! RRN’aasSa [ A IPvdaformata SLI NI G SR
114 Single URL URL format
Enable The box is unchecked b ClickEnablebox to activate this setting.
default.
Save NA Click theSavebutton to save the setting.
Undo NA When the Undo button is clicked the screen will return back with nothi

changed.

Create / Edit DHCP Relay

Thegatewaysupports up to a maximum & DHCP Relay configurations

Add Delete

ID Agent Name LAN interface WAN interface Server IP ‘ Enable | Actions

WhenAdd/ Editbutton is applied DHCHRelayConfigurationscreen will appear.

Save || Undo
Item Setting

Agent Name
LAN interface LAMN v
WAN interface WAN-1
Server IP
Enable
DHCRRelayConfiguration
ltem Value setting Description

1. String format can be an Enter a DHCRelayname.Enter a name that is easy for you to unstand.
AgentName

text Value Rangel~64 characters.
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LAN Interface

WAN Interface

Server IP

Enable
Save

Undo

2. A Must filled setting
1. A Must filled setting Choosea LAN Interfacfor the dropdown list to apply with the DHCP Re
2.LANis selected by default function.

1. A Must filled setting

2. WAN1 is selected b Choosea WAN Interfacefor the dropdown list to apply with the DHCP Re

function. It can be the available WAN interface(s), and L2TP connection.

default.

1. A Must filled setting Assign @DHCP Server IP Addretsgt the gateway will relay the DHCP reques

2.null by default. to the assigned DHCP server via specified WAN interface.

The box s unchecked b ClickEnablebox to activate this setting.

default.

NA Click theSavebutton to save the setting.

NA When the Undo button is clicked the screen will return back with nothi
changed.
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2.3 WiFiI

Wi-Fi Module 1

Configuration

La List Item Setting

Basic . - Sinale d v

Wi-Fi Module 2 -
Configuration Item Setting
l, L4 List

Ll Ll » Channel Auto * e) By AP Numbers () By Less Interference
» WiFi System 802 11b/g/n Mixed v
Configuration -
J’ select Each ¥ WiFi Operation Mode AP Router Mode v
WiFi Module » Green AP Enable
i Popup l; Popup » VAP Isolation Ld Enable
Module 1 Module 2
conﬁg:ration » Time Schedule (0) Always ¥
¢ o Add || Delete
- . STA Broadcast .
ID | VAP ‘ SSID Authentication | Encryption lsolation SSID Enable Actions

The gateway provides WiFi interface for mobile devices or BYOD devices to connect for Intkrinahet
accessingWiFi function is usually modulized design in a gateway, there can be single or dual modules
within a gateway.The WiFi system in thgatewaycomplies withIEEE302.11ac/11n/11g/11b standard in
2.4GHzor 5GHzsingle band or 2.4G/5GHz concurrent dual bands of operation. There are several wireles
operaionmoSda LINE OARSR o0& (AR RéuterRVBE AUIBIDNIY Mo8& andAMIESYHybaid
Mode¢ & , 2dz Oy OK22a$S (KS SELISOGSR Y2RS FNBY (KS 5
There are some subections for you to configure the WiFi function, includidi8asic Cefiguratioré and
0Advanced Configurati@n In Basic Configuration section, you have to finish almost all the settings for using
the WiFi function And the Advanced Configuration section provides more parameters for advanced user to
fine tune theconnectiviy performance for the WiFi function.
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2.3.1 WiFiConfiguration

Setting
» WiFi Module # Enable
» Channel Auto v = By AP Numbers O By Less Interference
» WiFi System 502 11blgin Mized v
Selectone » WiFi Operation Mode AP Router Mode v
WiFi Operation » Green AP Enable
MDdE » VAP |zolation # Enable

+ Time Schedule (0) Always v

AP Rout::r Mode | 5 T e

WDS On y Mode | —_—— — _ . S :

= | uthentication ncryption solation nable ctions
wWDs H‘fllrld Mode : ID| VAP SSID Authenticat E t STA Isolati 55ID Enabl Acti
1
d 1 |VAF 1 Stafi_2.4G WPA2-PSIK AES Edit Select
Operation Mode item Setting
Profile Configuration » VAP VAP v
+ 551D Staff_2.4G
v Max. STA Enable
MI.IItiFIE AP » Authentication WPA2-PSK v
Configuration » Encryption AES M

» Preshared Key BgHC2p0hwZl1d
» STA Isolation o
» Broadcast SSID !
+ Enable i

Item

Due to optional module(s) and frequency band, you need to setup module one by one. For each module, yc
need to specify the operation mode, and then setup the virtual APs for wiratesss.

Hereunder are the scenarios for each wireless operation mode, you can get how it works, and what is tr
difference among them. To connect your wireless deviegth the wireless gateway, ake sure your
application scenario for WiFi network and dsethe most adequate operation mode.

AP Router Mode

AP Route{r’/Mode

ﬁn

Global IP: 118.18.8%=
Local IP:10.0.75.2 l‘

WiFi Operation Mode: AP Router

2.4G WiFi
SSID: VAP-1

10.0.75.0/24

Multiple AP Names: VAP-1
Network ID: WAP1

Channel: Auto

WiFi System: 802.11b/g/n Mixed

Authentication: WPA2-PSK

Encryption: AES
Key: 1234567890 S~

This mode allows you to get your wired and wireless
devices connected to form the Intranet of the wireless
gateway, and the Intranet will link to the Internet with
NAT mechanism of the gateway. So, thmteway is

. working as a WiFi AP, but also a WiFi hotspot for
Internet accessing service. It means local WiFi clients
can associate to it, and go to Internet. With its NAT
YSOKIFyAayYs Fft 2F 6ANBtSa
public IP addresses from ISP.
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WDS Only Mode
WDS (Wireless Distributed Syste@nly mode

Gateway 2 & 3 Settings: Wi-Fi Gateway 3 ()) . - i i
[Configuration]-{WiFi Configuration] @ WDS Only Mode * drives aWiFi gateway to bea bndge for its
WiFi Operation Mode: WDS Only|  Ethernet LAN o () wired Intranet and a repeater to extend
oy Mode:Enable wifictewsy2  distance. You can usaultiple WiFi gateways

Authentication: WPA2-PSK @WDS Only Mode

Encryption: AES
Key: 1234567830

as aWiFi repeater chain with algateways
setup as"WDS Only'mode. All gateways can
| communicate with each other throughViFi
Gateway 1 Settings: WDS Only Nlode \ | All wired client hostswithin each gatewayan

Ethernet LAN

[Configuration]-[WiFi Configuration]

T T also communicate egch othein the scenario.
LahzyMuIde:Disable Only one gateway withirepeaterchain can be
Channel:3 . . .
e DHCP server to provide IP for all wireltent
Encryption: AES m@ hosts of every gateway which being disabled
Key: 1234567890 -

DHCP server. This gateway can be NAT router
to provide internet access

The diagram illustrates that there are two
wireless gateway®, 3running at "WDS Only"
mode. They both use channel 3 to linkltzal Gateway through WDSBoth gateways connected by WDS
need to setup the remote AP MAC for each other. chdint hostsunder gateway2, 3can request IP address
from the DHCP servett gateway 1Besideswireless Gateway 1 also execute the NAT mechanismlifdrent
hostsInternet accessing.

[Configuration]-[Remote AP's MAC]
Remote AP MAC1: MAC of Gateway 2
Remote AP MAC2: MAC of Gateway 3
Remote AP MAC3:

Wi-Fi Gateway 1
@ WDS Only Mode
Globe IP:118.18.81.33
Local IP: 10.0.75.2

WDS Hybrid Mode

Gateway 2/ AP 1Settings: WDShybrid mode includes both WDS and

[Configuration]-[WiFi Configuration] AP Router modeWDSHybrid mode canact

L Sl e QHM‘ VARL as a access poinfor its WiFi Intranetand a

Lazy Mode: E P— . . . e—-

S T Wi AP 1 "R O O WiFibridgefor its wired and WiFi Intranets

Lo e e (9)___@wosybria ' wewt”~  at the same time. Users cahus use the
annel: same as Router T~ . .

Authentication: same asRouter1 |/ features to build up a large wireless

Encryption: same as Router 1 / \\\ H 1 H

Koy some os Routen 1 | WDS Hybrid Mode', network in a large space like airports, hotels

or campus

Gateway 1 Settings: \ Wi Gateway2 . .

[Configuration Wi Confguraton] '\ i s @WDSHybrid Thediagramillustrates Gateway 1Gateway

WiFi Operation Mode: WDS Hybrid \\\ b 2 and AP 1 ConneCt.ed by WDS EaCh
Lazy Mode: Disable 3 (@) \ gateway has access point function for WiFi
Multiple AP Names: VAP1 Wi-Fi Gateway 1 | .

Network ID: Extended-WiFi @ WDS Hybrid ’,’ client access. Gateway 1 has DHERer to

Channel: 3
Authentication: WPAZ-PSK
Encryption: AES

Key: 1234567890

assign IP to each client hosts. All gateways
and AP are under WDS hybrid mode. To
" VAP1 setup WDS hybrid mode, it need to fill all
[ConfigurationtRemate AP's MAC] \_“@ e configuration items similar to that of AP
e router and WDS modes

Remote AP MAC3:
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Multiple VAPs

Gateway Settings: Accessible if

VAP (Virtual Access Point) is fuontito

WiFi Operation Mode: AP Router VAP Isolation disabled partition wireless networkinto mUltlple
VAP1 c————= > broadcast domains. Itcan simulate
SSID: VAP-1 < . . . .
Authentication: WPA2-PSK e m.ultlple APs in one physical ARhis
Encryption: TKIP - 2.46/56 wireless gateway supports up ® VAPS.
Key: 1234567890 Wi-Fi VAP-1 P Wi-Fi VAP-2
SSID: VAP-1 WiFi SSID: VAP-2 For each VAP,ou need to setup SSID,
VAP2 Authentication: WPA2-PSK Authentication: WPAZPSK g thentication and encryption to control
$S1D: VAP-2 Encryption: TKIP Encryption: TKIP T
Authentication: WPA2-PSK Wi-Fi client accss.
Encryption: TKIP s . . . . .
Key: 1234567890 0 Besides, there is a VAP isolation option to
RADIUS Server manage the access among VARsu can
VAP3 xDSL and/or o . .
$SID: VAP-3 4G Cellular allow or blocks communication fothe
:‘:::‘:p’:f:_‘m;wmz Wi Network wireless clierd connected to different
RADIUS Server IP: 192.168.168. | ‘;‘;‘I';i:::': VAPs As shown in the diagram, the
RADIUS § Port: 1812 Wireless Gateway : VAP- . .
RADIUS S:::; I(Dey “ @ AP Router Mode Authentication: WPA2 Cl lents In VAR an d VAR can
Dynamic IP Address: Encryption: TKIP communicate to each othewhen VAP

192.168.123.x/24 . . .
sl Isolation isdisabled

Wi-Fi Securityg Authentication & Encryption

(T T ‘. Wi-Fi  security provide complete
| 1. None, WEP encryption | authentication and encryption
@ 2 HE/AsQikey ' mechanisns to enhance the data security
Wi-Fi Gateway ' Shared i while your data istransferred wirelessly
name 7 Addrese | 1. WEPencryption ' over the air The wireless gatea
Dynamic IP Address: ﬂ : 2. HEX/ASCIl Key : g y

Mowanal @ suppors Shared, WPRSK / WPAPSK
L Sk and WPAZ-PSK and WPA / WPA&uthentication You can
8 ‘ N
2. TKIP, AES, TKIP / AES encryption select one authentication scheme to
validate the wireless clients while they
are connecting to the ARAs to the data

! WPA and WPA2
I 1. WPA Enterprise
: 2. TKIP, AES, TKIP / AES encryption

W e encryption the gatewaysupports WEP,
S | WPA-PSK / WPA2-PSK TKIP and AEShe setcted encryption
RADIUS ﬂ S Mixed WPA Personal . . .
Server | 2. TKIE, AES, TKIP / AES encryption algorithm will be applied to the data
(T wea weaz ) while _ the wireless connection is
. ' 1. Mixed WPA Enterprise i established.
3 1 2. TKIP, AES, TKIP / AES encryption :
é i R
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WiFi ConfiguratiorSetting

The WiFi configuration allows user to configure 2#4Gr 5GHzWiFi setting.

Go toBasic Network WiFi>WiFi Module OneTah If the gateway igequippedwith two WiFi modules, there
will be anotherWiFi Module Two You can do the similar configurations on both WiFi modules.

Basic Configuration

Item

= Basic Configuration [ Help ]

Setting

¥ Operation Band

|2.4G Single Band v |

Operation Band

Specify the intended operation band for the WiFi module.

Basically, this setting is fixed and cannot be changed once the module is integr
A Must flled setting  into the product. However, theress some modulevith selectable band for user to

choose according this network environment. Under such situation, you can spe

which operation band is suitable for the application.

Configure WiFi Setting

w1 2.4G WiFi Configuration

ltem Setting
» WiFi Module ¥ Enable
¥ Channel ®) By AP Mumbers () By Less Interference
» WiFi System 1802.11b/g/n Mixed v |
» WiFi Operation Mode | AP Router Mode v |

The box is checked by Check tle Enablebox to activate Wi function.

WiFi Module
default
Select a radio channel for the VARch channel is corresponding to different rad
1. A Must filled setting band. The permissible channels depend on Regulatory Domain
Channel 2.Autois selectecbe  There are twaavailableoptions whenAuto is selected:

default. , By AP Numbers
The channel wilbe selectedaccording to AP numbers (The less, the better).
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By Less Interference

The channel wilbbe sdeded according to interference. (The lower, the better]
Specify the preferred WiFi Systefthe dropdown list oWiFi systenisbased on
IEEE 802.14tandard.
2.4G WiFtan select b, g and n only or mixed with each other.
5G WiFtan select a, n and ac only or mixed with each other.
Specify theWiFiOperation Mode according toyour application
Go to the following table foAP Router ModeWDS Only Modeand WDS Hybrid
Mode settings

WiFiSystem A Must filled setting

B

WiFi Operation
Mode

Note: The available operation modes depend on the product specification.

In the following,the specific configuration description feach WiFi operation mode is given.

AP Router Mode & VAPs Configuration

For the AP &uter mode, he device not only supportstations connectionbut also therouter function. The
WAN port and theNATfunction areenabled

» WiFi Operation Mode AP Router Mode v
¥ Green AP Enable

» VAP Isolation #| Enable

» Time Schedule (0) Always v

AP Router Mode

Item Value setting Description
The box is unchecked Check theEnablebox to activateGreen AFunction.
Green AP
by default

Check theEnablebox to activatethis function.

By default, the box isheckedjt means that stations whichssociated talifferent

VAPSs cannot communicate with each other.

Apply a specififime Schedulgo this rule; otherwise leave it 8) Always

Time Schedd A Must filled setting If the dropdown list is empty ensur€ime Schedulés preconfigured.Refer toObject
Definition > Scheduling >Configurationtab.

The box is checked by

VAP Isolation default

| Add | Delete |

D VAP ssID Authentication Encryption STAlsolation =~ Briadeast  enaple Actions
1 | VAP 1 Deafult_2.4G WPAZ-PSK AES - ~ 3 Edit |~ select

It is stronglyrecommanded that you have to change the security key to a eagyremember one by clicking
the Edit button.
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ClickAdd / Edit button in the VAP List screen to create or edit the settings for a VAP. A VAP Configuratio
screen will appear.

For VAP 1.
= VAP Configuration a %
Item Sefting
> VAP [vap1 -]
» SSID |Default_2 4G
» Max STA [™ Enable

¥ Authentication |WPA2—P'SK 'l
¥ Encryption IAES -I

» Preshared Key [1234567890
» STA Isolation I~
» Broadcast SSID -
+ Enable =
For others:
ltem Setting
P VAP WVAF2 ¥
» SSID default |
» Max. STA [ | Enable
» Authentication ' Open v | 802.1x [] Enable
» Encryption
b STA Izolation O
» Broadcast SSID a
» Enable O

. Enter theSSID for the VAP, and decide whether to broadcast the SSID or not.
1. String format Any

SSD text TheSSIDsused for identifying from another AP, and client stations will associa
with AP according to SSID.
Check this box and enterimitation to limit the maximum number of client
The box isinchecked  station.
Max. STA

by default The box is unchecked by defauttmeans no specila limitation on the number of
connected STAs.
Authentication 1. A Must filled setting For security, there are several authentication methods supported. Client statio
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Encryption

2.VAP1WPA2PSKs
selectedbe default
Others:Openis
selectedbe default

1. A Must filled setting
2.VAP1AESs
selectedbe default;
Others:Noneis
selectedbe default.

should provide the key when associate with this device.
WhenOpenis selected
The check box name@D2.1xshows up next to the dropdown list.
802.1x(The boxs unchecked by default)
When802.1xis enabled, it means the client stations will be authenticated b
RADIUS server.
RADIUS Server IPThe default IP is 0.0.0.0)
RADIUS Server PoffThe default value is 1812)
RADIUS Shared Key
WhenSharedis selected
Thepre-sharedWEP keghould be set for authenticating.
WhenAuto is selected
The device will sele@penor Sharedby requesting of client automatically.
The check box name@D2.1xshows up next to the dropdown list.
802.1x(The box is unchecked byfdalt)
When802.1xis enabled, it means the client stations will be authenticated b
RADIUS server.
RADIUS Server IPThe default IP is 0.0.0.0)
RADIUS Server PoffThe default value is 1812)
RADIUS Shared Key
WhenWPAor WPA2is selected
They are imfementation of IEEE 802.1i/PAonly had implemented part of IEEE
802.11i, but owns the bettecompatibility.
WPAZ2had fully implemented 802.11i standard, and owns the higkesurity.
RADIUS Server
The client stations will be authenticated by RADIUSeser
RADIUS Server IPThe default IP is 0.0.0.0)
RADIUS Server PoffThe default value is 1812)
RADIUS Shared Key
WhenWPA/ WPAZ2is selected
It owns the same setting &/PAor WPA2 The client stations can associate with
this device viaVPAor WPA2
WhenWPAPSKor WPA2PSKs selected
It owns the same encryption system as WPA or WPA2. The authentication use
shared key instead of RADIUS server.
WhenWPAPSK WPA2PSKs selected
It owns the same setting &4PAPSKor WPA2PSK The clienstations can
associate with this device WWPAPSkor WPA2PSK
Select a suitable encryption method and enter the required key(s).
The availald method in the dropdown list depends on the Authentication you
selected.
None
It means that the device is open system without encrypting.
WEP
Up to4 WEP keys can be send you havéo select one as current keyhe key
type can set tdHEXor ASCILI
If HEXis selected, the key should consist of (0 to 9) and (A to F).
If ASClIs selected, the key should consist of ASCII table.
TKIP
TKIP was proposed instead of WEP without upgrading hard&ater a Pre
shared Key for ifThe length of key is from 8 &8 characters.
AES
The newest encryption system in WiFi, it also designed for the fast 802.11n hi
bitrates schemesEnter a Preshared Key for ifThe length of key is from 8 to 63
characters.

5
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STA Isolation

Broadcast SSID

Enable

Save
Undo

Apply

VAP1The box is
checked by defult;
Others: unchecked by
default.

VAP1The box is
checked by defalt;
Others: unchecked by
default.

VAP1The box is
checked by default
Others: unchecked by
default.

N/A

N/A

N/A

You arerecommenckd to useAESencryption instead of any othie for security.
TKIP / AES

TKIP / AE&ixed mode. It means that the client stations can associate with this
device vialKIPor AESEnter a Preshared Key for ifThe length of key is from 8 to
63 characters.

Check theEnablebox to activatethis function.

By default, the box isheckedjt means that stations whichssociated to the same
VAP cannot communicate with each other.

Check theEnablebox to activatethis function.
If the broadcastSSID option is enabled niteans the SSID will be broadcasted, ai
the stations can associate with this device by scanning SSID.

Check theEnablebox to activatethis VAP

Clickthe Savebutton to save the current configuration.
Clickthe Undo button to restore configuration to previous setting before saving
Click theApply button to apply the saved configuration.
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WDS Only Mode

For the WDS Only modéehe device only bridgethe connected wirectlientsto another WDSnabledWiFi
device which the device associdtwith. That is, i also means th&o wirelessclients stat canconnect to this
device while WDS Only Mode is selected.

¥ WiFi Operation Mode

WDS Only Mode

b Green AP

Enable

¥ Time Schedule

(0) Always

b Scan Remote AP's MAC
List

Scan

Remote AP MAC 1

Remote AP MAC 2

Remote AP MAC 3

Remote AP MAC 4

WDS Only Mode

Item Value setting Description
The box is Check theEnablebox to activateGreen ARunction.
Green AP unchecked by
default
A Must filled Apply a specififime Schedulgo this rule; otherwise leave it 9) Always
Time Schedwd e If the dropdown list is empty ensufEime Schedulés preconfigured.Refer toObject
eting Definition > Scheduling >Configurationtab.
{(OFy wsy2( Press tle Scanbutton to scan the spatial AP information, and then select fsam
" N/A the AP list, the MAC of selected AP willawgo filled in the following RemoteAP
MAC List
MAC table.
_, AMust filled Enterthe remote ARRMACmanually,or via auo-scan approachlihe device will
Remote AP MAC 1~4 setting bridgethe traffic tothe remote AP when associatsuccessfuy.
| Add | Delete |
ID VAP SSID Authentication Encryption STAlsolation =~ Briadeast  enaple Actions
1| VAP 1 Deafult_2 4G WPA2-PSK AES Il ~ 2 Edit | select

It is stronglyrecommanded that you have to change the security key to a eagyremember one by clicking

the Edit button.
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Under WDS Onlymode, only VAP1 is available for further specifying the required authentication and
Encryption settings. Clidkdit button in the VAP List screen and a VAP Configuration screen will appear for you
to configure the required settings

ltem Setting
» VAP [vap1 -]
» SSID Default 2.4G
» Max. STA [~ Enable

» Authentication IWPA2—PSK v|
» Encryption IAES vl

» Preshared Key [1234567890
» STA Isolation '3
» Broadcast SSID 2
» Enable ~

For the detail description alhu VAP configuration, please refer to the description stated irRARter section.
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WDS Hybrid Mode

For the WDS Hybrid modéehd device bridges all thevired LANand WLANCclientsto another WDS or WDS
hybrid enabledViFi devices which the device assoeiatvith.

» WiFi Operation Mode WDS Hybrid Mode v
» Lazy Mode Enable

¥ Green AP Enable

¥ VAP |solation ¢ Enable

» Time Schedule (0) Always v

b Scan Remots AP's MAC Srcan
List

Remaote AP MAC 1

Remote AP MAC 2

Remote AP MAC 3

Remote AP MAC 4

WDS HybridMode

Item Value setting Description

Check theEnablebox to activatethis function.
The box is checked by With the function been enabledhe device can autéearn WDS pas without

Lazy Mode default manuallyS y (i S NR& y 35 MAG d&@ed¥3. But aQleast onfethe ARs has to fill
remote AP MAC address
The box is unchecked Check theEnablebox to activateGreen AHunction.
Green AP
by default
The box is checked b Check theEnablebox to activatethis function.
VAP l|solation y By default, the box isheckedjt means that stations whichssociated talifferent

default VAPs cannot communicate with each other.

Apply a specififime Schedulgo this rule; otherwise leave it 8) Always
Time Schedwd A Must filled setting If the dropdown list is empty ensufEime Schedulés preconfigured.Refer toObject
Definition > Scheduling >Configurationtab.
Press theScanbutton to scan the spatial AP information, ancethselect ondrom

{ OFy ~wSY Available when Lazy the AP list, the MAC of selected AP willdego filled in the following Remoté\P

MAC List Mode disabled.

MAC table.
Remote AP MAC Available when Lazy  Enterthe remote ARRMACmanually,or via autescan approachlhe device will
1~-4 Mode disabled. bridgethe traffic tothe remote AP when associatsuccessfuy.
J Add || Delete
ID | VAP SSID Authentication Encryption STA Isclation Brosasc:East Enable Actions
1 (VAP 1 Staff_2.4G WPAZ-PSK AES Edit Select

By default, VAP 1 is enabled and security key is required to connect to the gateway wirelessly to enhance t
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securitylevel and prevent unexpected access ofauthorized devices.

The default wfi key is printed on both the device label and the Security Card. It is created randomly and
differs from devices. So, you can connected to the VAP1 (S3¢Exult_2.4G with the provided key.

However, it is stronglyrecommanded that you have to change #hsecurity key to a easto-remember one

by clicking the Edit button

Under WDS Hybridmode, the VAP function is available and you can further specifying the required VAF
settings for connecting with wireless client devices.

ClickAdd / Edit button in the VAP List screen to create or edit the settings for a VAP. A VAP Configuratiol
screen will appear.

For VAP 1.
|
ltem Setting
r VAP IVAPI 'I
» SSID Default 2 4G
r Max. STA [~ Enable

» Authentication IWPA2—PSK v|
+ Encryption IAES vl

» Preshared Key [1234567890
» STAIsolation [
» Broadcast SSID [
» Enable [*
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For others:

= VAP Configuration

ltem Setting
P VAP WVAPZ v
» SSID default |
b Max. STA [ | Enable
» Authentication | Open v | 802.1x [ Enable
¢ Encryption
b STA l=olation a
» Broadcast 551D a
» Enable O

For the detail description about VAP configuration, please refer to the description statedRouAEr section.
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2.3.2 Wireless Client List

TheWireless Client Ligbageshows the information ofwirelessclients which are associed with this device.

Go toBasic Network 3ViFi>W.ireless Client Listah

Select Target WiFi
Item Setting
Module Select One v
Operation Band 24G ¥
Multiple AP Mames Al v
TargetConfiguration
Item Value setting Desciption
) : Select the WiFi module to check the information of connected clients.
Module Select A Mustfilled setting For those single WiFi module products, this option is hidden.
Specify the intended operation band fttve WiFi module.
Basically, this setting is fixed and cannot be changed once the module is
Operation Band A Must filled setting integrated into the product. Hovyever, thene some modulewth selectable
band for user to choose according to his network environment.
Under such situation, youao specify which operation band is suitable for the
application.
1. A Must filled Speciy the VAP to show the associated clients information inftlewing Client LisBy
Multiole AP N Setting default, All VAP is ssited.
uttipie ames 5 Al is selected by
default.

Show Client List

The following Client List shows the information for wireless clients that is associated with the selected VAP(s)

IP Address ‘
Configuration & Host Name MAC Address Mode Rate RSSI0 RSS11 | Signal|Interface
Address

TargetConfiguration
Item Value setting Description
IP Address Itshowsthe Clie®a Lt | RRNX&aa FyR (GKS RSN
Configuration & N/A Dynamicmeans the IP addressderived from aDHCP server.
Address Staticmeans the IP address a fixed one that is sefilled by client.
Host Name N/A It shows he host name of client.
MAC Address N/A It shows he MACaddress of client.
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Mode

Rate

RSSI0, RSSI1
Signal
Interface
Refresh

N/A
N/A
N/A
N/A
N/A
N/A

It shows what kind ofVi-Fi systenthe client used to associate with this devict

It shows thedata rate between client and this device.

It shows the RX sensitivity (RSSI) value for each radio path.
Thesignal strengthbetween client and this device.

It showsthe VAPID thatthe client associat@with.

Click theRefreshbutton to update the Client Lisinmediately
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2.3.3 Advanced Configuration

This deviceprovides advanced wirelessonfiguration for professional user to optimize the wireless
performance under the specific installation environmertease note that if you are not familiar with the WiFi
technology, just leave the advanced configuration withdefault values, or the connectivity and performance
may get worse withmproper settings.

Go toBasic Network XViFi>Advanced Configuratiorfah

Select Target WiFi
=l
Item Setting

¥ Module Select One v

* Operation Band 24G ¥

TargetConfiguration

Item Value setting Description

' . Select the WiFi module to check the information of connected clients.
Module Select A Must filled stting. For those single WiFi module products, this option is hidden.
Specify the intended operation band for the WiFi module.
Operation Band A Must filled setting Basically, this sditig is fixed and cannot be changed once the module is

integrated into the product. However, theie some modulevith selectable
band for user to choose according to his network environment.

SetupAdvancedConfiguration

.
ltem Setting
¥ Regulatory Domain (1-11)
¥ Beacon Interval 100 Range: (1-1000 msec)
» DTIM Interval 3 Range: (1~255)
» RTS Threshold 2347 Range: (1~2347)
» Fragmentation 2346 Range: (256~2346)
WM # Enable
¥ Short G 400ns
» TX Rate Best v
» RF Bandwidth Auto ¥
¥ Transmit Power 100% r
» WIDS Enable
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Advanced Configuration

ltem

Regulatory Domain

Beacon Interval

DTIM Interval

RTS Threshold

Fragmentation

WMM

Short Gl

TX Rate
RF Bandwidth

Transmit Power

5G Band Steering

WIDS

Save

Undo

Value setting

The default setting is
according to where
the product sale to

100

2347

2346

The box is checked by
default

By default400nsis
selected

By defaultBestis
selected

By defaultAuto is
selected
By defaultl00%is
selected

The box is unchecked
by default

The box is unchecked
by default

N/A
N/A

Description

It limits the availableadio channel of this device.
The permissible channels depend on fRegulatory Domain

It shows the timeanterval between each beacon packet broadcasted.

The beacon packet contaisSIDChannel IDand Security setting

ADTIM (Delivery Traffic Indication Messags)a countdown informing
clients of the next window for listening to broadcasessage. When the
device has buffered broadcast message for associated client, it sends the
DTIM with a DTIM value.

RTS (Request to send) Threshabdans when the packet size is over the
setting value, then activRTSechnique.

RTS/CTS is eollision avoidancdechnique.

It means RTBeveractivated when the threshold is set 8347

Wireless frames can be divided into smaller units (fragmentshppove
performancein the presence of RF interference at theitsrof RF coverage.
WMM (Wi-Fi Multimedia)can help controlatencyandjitter when
transmittingmultimedia contentover a wireless connection.

Short Gl (Guard Interval} defined b set the sending interval between eact
packet. Note that loweEShort Glcouldincreasenot only thetransition rate
but alsoerror rate.

It means thedata transition rate WhenBestis selected, the device will
choose a properdata rate according teignal strength

The setting of RF bandwidth limits the maximum data rate.

Normally the wireless transmitter operates at 100% power. Byrggthe
transmit powerto control the WiFicoverage

When the client station associate with 2.4G-Wij the device will send the
client to 5G WAFi automatically if the client is available on accesshig3G
Wi-Fi band.

This option is only available on the module that supports 5GHz band.
The WIDS (Wireless Intrusion Detection System) will analyze all paokkt
make a statistic table in WiFi status.

Go toStatus>Basic Network> WiFitab for detailed WIDS status

Click theSavebutton to save the current configuration.

Clickthe Undo button to restore configuration to previous setting before
saving.
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2.4 IPv6

The growth of the Internet hasreated a need for more addresses than are possible with IIPvé(Internet
Protocol version His a version of the Internet Protocol (IP) intended to succeed IPv4, which is the protoco
currently used to direct almost all Internet traffic. IPv6 alsolenpents additional features not present in IPv4.

It simplifies aspects of address assignment (stateless addresscanfiguration), network renumbering and
router announcements when changing Internet connectivity providers.

2.4.1 IPv6 Configuration

%1 |Pv6 Configuration . X
ltem Setting
» Pya ¥ Enable
» WAN Connection Type DHCPvGE v
% DHCPv6 WAN Type Configuration a
b DNS (® From Server () Speciic ONS
) Primary DNS | |
b Secondzry DNS ‘ |
L4 Setup
xxx WAN Type » MLD Snaoping * Enatle
Configuration
It= #| LAN Configuration . %
Static IPv6
\L DHCPvE
WAN Connection ¥ Glabal Address
EELion ) Linklocal Address feBl 250-19F fedaast
LAN * Address Auto-configuration . X
Configuration
» Auto-configuration ¥ Enatle
Address Auto- ¥ Auto-corfiguration Type Slateless ¥
Confi ti )
s , Router Advertisement Lifetime (seconds)

ThelPv6 Configuratiorsetting allows user to set the IPv6 connection type to access the IPv6 nefilosk.
gateway supports various types of IPv6 connectiooludingStatic IPv6DHCPvandPPPoEV6

Note: For the products just having 3G/4G WAN iraed, onlylPv6is supported.Please contact your ISBr
the IPv6supportsbefore you proceed with IPv6 setup.



IPv6 WAN Connection Type

Static IPv6

Static IPv6 does the same function as static IPv4. The static IPv6 provides manual setting of IPv@RRIress,
default gateway address, and IPv6 DNS.

ISP IP:2001:470:871¢::100 /64
DNS 1: 2001:470:20::2 Gateway

M DNS 2: 20gA.4860:4860 888
internet N L —— —
» \\\

2001:43%0:871c::5 xDSL Modem

Primary D) 10.0.75.2)8

Server, — 2001:4704871:50ff::75:2 /64
2001:470:207

Secondary @ | ;

Server

2001:470:20::6 x >
: : : Intranet

pr1

Above diagram depicts the IPv6 IP addressing, type in the information provided by your ISP to setup the IP
network.

DHCPV6

DHCP in IPv6 does the same function as DHCP in IPv4. The DHCP server serds,|Pl&dserver addresses
and other possible data to the DHCP client to configure automatically. The server also sends a lease time
the address and time to reontact the server for IPv6 address renewal. The client has then to resend a
request to renewthe IPv6 address.

DNS 1:2001:470:20::2

ISP DNS 2:2001:4860:4860::8888
\@ i : ;
2001:47p:871c::5 xDSL Modem

Prima D 10.0.75.2/8
Serve 5 | 2001:470:871c:500d:250:18ff:fe21:deea/6

Above diagram depicts DHCP IPv6 IP addressiad)HCPV6 server on the ISP side assiRy& address, IPv6
default gateway address, and IPv6 DN®1tb A S y autofatidally Q a
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PPPoEV6

PPPoEvEGn IPv6 does the same function &PPoEn IPv4. ThePPPoOEV6 server provides configuration
parameters based on PPPoOEV6 client request. When PPReEw gets client request and successfully
authenticates it, the servesends IP address, DNS server addresses and other required parameters ftc
automatically configure the client.

DNS 1:2001:470:20::2

ISP DNS 2:2001:4860:4860::8888
2001:479:871c::5 xDSL Modem

PrimaryD ' 10.0.75.2/8
Serve 2001:470:871¢c:500d:250:18ff:fe21:deea/6
8

O
ol

The diagram above depicts the IPv6 addressing through PFRIHEV6 server (DSLAM) on the ISP side
provides IPv6 configurationpon receiving?PPoOEV6 client request. When PPPadgrGergets client request

and successfuyll authenticates it, the servesends IP address, DNS server addresses and other required
parameters to automatically configure the client.
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IPv6 Configuratiorbetting

Go toBasic Network > IPv6 > Configuratidmb.
ThelPv6 Configuratiorsetting allows ger to set the IPv6 connection type to access the IPv6 network.

@ IPvb Configuration [Help]
ltem Setting

* IPvB Enable

b WAN Connection Type

IPV6 The box is unchecked

Check theEnablebox to activate the IPv6 function.

2. A Must filled setting

by default,
Define the selected IPv6 WAN Connection Type to establish the IPv6
connectivity.
1. Only can be SelectStatic IPvBvhen your ISP provides you with a set IPv6 addresses. Th
WAN Connection selected vinen IPv6 to Static IPv6 WAN Type Configuration
Type Enable SelectDHCPvévhen your ISP provides you with DHCPvV6 services.

SelectPPPoEvévhen your ISP provides you with PPPOEV6 account settings
SelectiPv6when you want to use IPv6 connection.

Note: For the products just having 3GAG WAN interface, ¢iRibis supported.

Static IPv6 WAN Type Configuration

= Static IPvé WAN Type Configuration

» IPv6 Address |

¥ Subnet Prefix Length

L

b Default Gateway |

» Primary DNS |

b Secondary DNS |

» MLD Snooping [} Enable




IPv6 Address A Must filled setting Enter the WANPvV6 Addresgor the router.
fg:g;t Prefix A Must filled setting Enter the WANSubnet Preifc Lengthfor the router.
Default Gateway A Must filled setting Enter the WANDefault GatewaylPv6 address.
Primary DNS An optional setting Enter the WANprimary DNS Server

Secondary DNS An optional setting

Enter the WANsecondary DNS Server

The box is unchecked

MLD Snoging by default

Enable/Disable the MLD Snooping function

LAN Configuration

# LAN Configuration

» Global Address |

| 164

¥ Link-local Address feB0::260:18ff fe16:1123

Global Address A Must filled setting

Enter the LANPv6 Address$or the router.

Link-local Address Vdue autocreated

Show the lindocal address for LAN interface of router.

Then go toAddress Auteconfiguration (summaryY¥or setting LAN environment.

If above setting igonfigured click theSave button to save the configuratigrand clickthe Reboot button to

reboot the router.



DHCPv6 WAN Type Configuration

= DHCPvG WAN Type Configuration

» DNS m From Server () Specific DNS

» Primary DNS | |

b Secondary DNS | |

» MLD Snooping [} Enable

i

The optl_on [From Select the [Specific DNS] option to active Primary DNS and Secondaryhenl

DNS Server] is selected by [ - .
fill the DNS information.

default
Primary DNS dC;r;Sl?t modified by Enter the WANprimary DNS Server
Secondary DNS dC;r;Sl?t modified by Enter the WANsecondary DNS Server

The box is unchecked . . .
MLD by default Enable/Disable the MLD Snoopingétion

LAN Configuration

# LAN Configuration

¥ Global Address
¥ Link-local Address feB0::260:18ff fe16:1123

Global Address Value autecreated Enter the LANPv6 Address$or the router.
Linklocal Address  Value autecreated Show the linkocal address for LAN interface of router.

Then go toAddress Auteconfiguration (summaryjor setting LAN environment.

If above setting ixonfigured click theSave button to save the configuratignand clickReboot button to
reboot the router.



PPPoEv6 WAN Type Configuration

# PPPoEvt WAN Type Configuration

¥ Account | |

¢ Password | |

» Service Name | |

» Connection Control Auto-reconnect (Always on)
» M1y |
» MLD Snooping [} Enable

Enter the Account for setting up PPPOEv6 connection. If you want more
Account A Must filled setting  information, please contact your ISP.
Value Range0 ~ 45 characters.
Enter the Password for setting up PPPOEV6 connection. If you want more

Password A Must filled setting . )

information, please contact your ISP.

) Enter the Service Name for setting up PPPOEvV6 connection. If you want mc
. A Must filled . )
Service Name settina/Option information, please contagtour ISP.
g’op Value Range0 ~ 45 characters.

Connection Control Fixed value The value ig\uto-reconnect(Always on)

Enter the MTU for setting up PPPoOEV6 connection. If you want more
MTU A Must filled setting  information, please contact your ISP.

Value Range1280 ~ 1492.

The box is unchecked

by default Enable/Disable the MLD Snooping function

MLD Snooping

LAN Configuration

% LAN Configuration

¥ Global Address
b Link-local Address fedl:: 25018/ fe16:1123

Global Address Value autecreated The LANPv6 Addres$or the router.
Link-local Address  Value autecreated Show the linkocal address for LAN interface of router.

Then go toAddress Auteconfiguration (summaryjor setting LAN environment.
If above setting isonfigured click thesave buttonto save the configuration and dliceboot button to reboot

the router.
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Then go toAddress Auteconfiguration (summaryYfor setting LAN environment.
If above setting isonfigured click thesave buttonto save the configuration and clickboot button to reboot

the router.

Address Auteconfiguration

» Auto-configuration ¢ Enable

v Auto-configuration Type Stateless ¥

y Houter Advertisement 200 (seconds)
Lifetime :

» Auto-configuration ¢ Enable

v Auto-configuration Type Stateful ¥

» IPv6 Address Range(Start) |AXX:: 64

» IPv6 Address Range(End) | XXX /64

» IPv6 Address Lifetime (seconds)

Address Auteconfiguration

Item Value setting Description

Auto-configuration

Auto-configuration
Type

The box is unchecked
by default

1. Only can be
selected wherAuto-
configurationenabled
2. Stateless is selectec
by default

Check to enable the Auto configuration feature.

Define the selected IPv6 WAN Connection Type to establish the IPv6
connectivity.

SelectStatelesso manage the Local Area Network to be SLAAC + RDNSS
Router Advertisement Lifetimg€A Must filled setting)Enter theRouter
Advertisement Lifetime (in second®0 is set by default.

Value Ranged ~ 65535.

SelectStatefulto manage the Local Area Network to Seateful (DHCPV6)
IPv6 Address Rang&tart) (A Must filled setting): Enter the start IPv6 Addres
for the DHCPV6 range for your local computers. 0100 is set by default.
Value Range0001 ~ FFFF.

IPv6 Address Randg&nd)(A Must filled setting): Enter the end IPv6 Address
the DHCPv6 range for your local computers. 0200 is set by default.
Value Range0001~ FFFF.

IPv6 Address Lifetim@A Must filled setting)Enter the DHCPV6 lifetime for yol
local computers36000 is set by default.
Value Ranged ~ 65535.
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2.5 Port Forwarding

Network address translation (NAT) is a methodology of remapping one dRsadspace into another by
modifying network address information in Internet Protocol (IP) datagram packet headers while they are ir
transit across a traffic routing device. The technique was originally used for ease of rerouting traffic in |
networks wthout renumbering every host. It has become a popular and essential tool in conserving globa
address space allocations in face of IPv4 address exhaushierproduct you purchasesmbeds and activats

the NAT functionYou also can disabtee NAT functin in [Basic Networkj]WAN & Uplink]-[Internet Setup}

[WAN Type Configurationpage.

L':’] Status » Configuration P Virtual Server & Virtual Computer P DMZ & Pass Through Widget

@ Basic Network
= . NAT Loopback

@ WAN & Uplink Item Setting
o LAN & VLAN » NAT Loopback #| Enable

@ WiFi Save | Undo

& IPv6

2 Port Forwarding

& Routing

@ QoS 4

Usually all local hosts gerversbehind corporate gatewagire protected by NAfirewall. NAT firewalwill filter

out unrecognized packets to protect your Intran&b, all local hosts are invisible to the outside worl@ort
forwarding or port mapping ifunction that redirects a communication request from one address and port
number combination toassigned oneThis technique is most commonly used to make servicea st
residing on a protected or masqueraded (internal) network available to hosts on the opposite side of the
gateway (external network), by remapping the destination IP address and ponber

100



2.5.1 Configuration

NAT Loopback

This feature allowsagu to access the WAN global IP address from your inside NAT local network. It is useft
when you run a server inside your network. For example, if you set a mail server at LAN side, your loc
RSOAOSa Oly F00Saa GKAa& Yl addresswhevBrameg NAKIOLpbdzR featuiel GnS
SAGKSNI aARS INB @&2dz Ay I O00SaaAy3a GKS SYIAf &aSNBS
the IP address of the mail server

ConfigurationSetting

Go toBasic Network ort Forwarding> Configurationtab.

The NAT Loopback allows user to access the WAN IP address from inside your local network.

Enable NAT Loopback

ltem Setting
NAT Loopback ¢ Enable
Configuration
Item Value setting Description
NAT Loopback The box is checked by default Check theEnablebox to activaé this NAT function
Save N/A Click theSavebutton to save the settings.
Undo N/A Clickthe Undo button to cancel the settings
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2.5.2 Virtual Server & Virtual Computer

ltem Setting
» Virtual Server #) Enable
¥ Virtual Computer ¢ Enable
- Add Delete
Public Private Time
1D WAN Interface Server IP Protocol Enable Actions
Port Port Schedule
— TCP(6) & c ; T Edit
1 All 10.0.75.101 UDP(17) 25 25 (0) Always Seloct
- TCP(6) & AT Edit
2 All 10.0.75.101 UDP(17) 110 110 (0) Always Select
a Add Delete
1D Global IP Local IP Enable Actions
1 118.18.81.44 10.0.75.102 Edit Select

There are some important Pot Forwarding functions implemented within thevgmte including "Virtual
Server", "NAT loopback" and "Virtual Computer".

It is necessary for cooperate staffgho travel outsideand want to access various servers behind office
gateway. You can set up those servers by using "Virtual Server" fedtfies trip, if want to access those
servers from LANide by global IP, without change original settiNg,T Loopback cachieve it.

"Virtual computet' is a hostbehind NAT gatewawhose IP address &globalone and is visible to the outside
world. Since itd behind NATit is protected bygatewayfirewall. To configure Virtual Computer, you jusave

to mapthe local 1Pof the virtual computeto aglobal IP.
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Virtual Server& NAT Loopback

"Virtual Server"allows you toaccessservers with the
Network-A global IP ddress or FQDN of the gateway as if they are
O emranuus  servers existed in the Internet. But in fact, these servers

8"‘2‘\ ""‘% _@“Hmo'o'm are located in the Intranet and are physically behind the

Remote User F- gateway. The gateway serves the service requests by port
14 v forwarding the requests to the LANvers and transfers
\ .
SiCariimeE il Earveriiiid 550 _ _\ the replies from LAN servers to the requester on the
e N WAN side As shown irexample anEmail virtual server
i B -mail Server N Fosal Dser H H H
with Gateway Global IP (118.188133). 5067801 | * ] 10075100 is definedto be located at a server with IP address
3.With NAT Loopback enabled, Local %D’ . . .
R ool il e File Server 10.0.75.101 in the Intranet of Netwowk, including SMTP
i Lo 1110073103 service port 25and POP3 service port 11&o, the

remote user can access the-nkail server with the
JF iS¢l eqQa IJt201 ¢ Lt MMy ®Mmy cpy-nva'cbsewerl‘ﬁN@t@’daﬂ\ﬂhlﬁsid@brtnithé)\
gateway is the port forwarder for-eail service.

NAT Loopbdcallows you to access the WAN global IP address from your inside NAT local network. It is usef
when you run a server inside your network. For example, if you set a mail server at LAN side, your loc
RSOAOSa Oly I 00Saa (KA gobaflIPaddress BhedeBaile KAT MBpbzskfeatdre. 0%
SAGKSNI aARS IINB &2dz Ay | 00SaaAay3a GKS Syl Af &aSNBS
the IP address of the mail server

Virtual Computer

"Virtual Computer" allows you tosaign LAN hosts to
global IP addresses, so that they can be visible to outside
ersams o5 world. While so, they are also protected by the gateway
firewall as being client hosts in the Intranet. For example,
if you set a FTP file server at LAN side with local IP
S address 10.0.75.102 and global IP address 118.18.82.44,
. EZ:ﬂflerllﬁ'i::l';Ll;:}:f;:iff" g g — a remote user can access the file server while it is hidden
global IP (118.18.81.44) directly N S behind the NAT gateway. That is because the gateway

Network-A

Gateway

824D

Remote User

Email servar bS Local User :
10.6.75°101 g 10075100 takes care of all accessing to the IP address 118.18.82.44,
GloballP:118.15.51.48 including to forward the accessequests to the fiIe_
SRR server and to send the replies from the server to outside
world.
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Virtual Server & Virtual ComputeBetting

Go toBasic Network ort Forwarding> Virtual Server & Virtual Computeab.

Enable Virtual Server and Virtual Computer

ltem Setting

» Virtual Server ¢ Enable

» Virtual Computer ¢| Enable
Configuration
Item Value setting Description

. The box is unchecked b . . . .
Virtual Server defaultx S U y Check theEnablebox to activate thiport forwardingfunction

. The box is checked b . . . .
Virtual Computer default y Check theEnablebox to activate thiport forwarding function
Save N/A Click theSavebutton to save the settings.
Undo N/A Clickthe Undo button to cancel the settings.

Create / Edit Virtual Server

The gatewayallows you to custom your Virtual Server rulétssupports up to a maximum of 20 rubased
Virtual Server sets.

Add || Delete

Public Private Time
1D WAN Interface Server IP Protocol Enable Actions
Port Port Schedule

WhenAdd button is appliedVirtual Server Rule Configuratioscreen will appear.
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ltem Setting
» WAN Interface o All WWAN-1 WAN-2 WAN-3 WWAN-4
b Server IP
¢ Protocol TCPiB) & UDP(1T) ¥
* Public Port Single Port v
¢ Private Port Single Port v
b Time Schedule i0) Always ¥
b Rule Enable

Virtual Server Rule Configuration
Item Value setting Description
Define the sadcted interface to be the packeintering interface of the
gateway
If the packets to be filtered are coming frodAN-x then selectWAN-x for this
1. A Must filled setting field.
2. Default isALL SelectALLfor packets coming into thgatewayfrom any interface
It can be selectedlVANx box whenWAN-x enabled.
Note: The available check boxa&AN-1 ~WAN-4) dependon the number of
WAN interfaces for the product.
This field is to specify the IP address of the interface selected in the WAN
Interface setting above.
Whend L / a tis@eletted
LG YSIya GKS 2LIA2y at Nei202t¢ 27
ApplyTime Scheduléo this rule, otherwise leave it aslways (refer to
Scheduling settinginder Object Definition)
Then checlEnabk box to enable this rule.

WAN Interface

Server IP A Must filled setting

Whend ¢ / is sklected
LG YSIya GKS 2LIA2y at Nei202t¢ 27
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withPublic Portnumber.

Protocol A Must filled setting Public Portis selecté Single Portand specify a port number, aririvate Port
can be set &ingle Pornumber.
Public Portis selectedPort Rangeand specify a port range, arittivate Port
can be selecte&ingle Poror Port Range
Value Rangel ~ 65535 for Public Port, Pate Port.

Whend | 5 is selected

LG YSIya (GKS 2LIiA2y at Nei(i202t¢ 27
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withPublic Pornumber.

Public Portis selectedSingle Portand specify a port number, an@rivate Port
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can be set &ingle Pornumber.

Public Portis selectedPort Rangeand specify a port range, arittivate Port
can be selecte®ingle Poror Port Range

Value Rangel ~ 65535 for Public Port, Private Port.

Whena ¢ / t  gis Selécted

LG YSIya GKS 2LIiA2y at Nei(i202t¢ 27
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withPublic Pornumber.

Public Portis selectedSingle Portand specify a port number, anBrivate Port
can be set &ingle Pornumber.

Public Portis selected?ort Rangeand specify a port range, amtivate Port
can be selecte&ingle Poror Port Range

Value Rangel ~ 65535 for Public Port, Private Port.

When & D wi8 selected
LG YSIya GKS 2LIiA2y at NR(i202t¢ 27

Whend 9 {ig selected
LG YSIya GKS 2LIiA2y at NRi(i202t¢ 27

Whena { / dstsdlected
LG YSIya GKS 2LIiA2y at NPG202t ¢ 27

Whend | &FSNT A i¥ SRated
LG YSIya GKS 2LIA2y at Nedefnél2t ¢ 2 F
ForProtocol Number enter a port number.
1. A optionalfilled setting Apply Time Schedule tbis rule; otherwise leave it ag0)Always. (refer to
Time Schedule 2. (0)Alwaysls selected by Scheduling setting undébject Definitio)

default.
1. An optionalfilled setting
Rule 2.The box isinchecked by Check the Enable box to activate the rule.
default.
Save N/A Click theSavebutton to savethe settings.
Undo N/A Clickthe Undo button to cancel the settings.
Back N/A When theBackbutton is clicked the screen will return fireviouspage.
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Create / Edit Virtual Computer

Thegatewayallows you to custom your Virtual Computer ruldssupports up to a maximum of 20 ruleased
Virtual Computer sets.

@ Virtual Computer List .. ..

1D Global IP Local IP Enable Actions

WhenAdd button is appliedVirtual Computer Rule Configuratioscreen will appear.

= Virtual Computer Rule Configuration [Help]

Global IP Local IP Enable
| | | | O

Global IP A Must filled setting This field is to specify the IP address of the WAN IP.
Local IP A Must filled setting This field is to specify the IP address of the LAN IP.
Enable N/A Then checlEnablebox to enable this rule.

Save N/A Click theSavebutton to save the settings.
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2.5.3 DMZ & Pass Thro

DMZ (De Militarized Zone) Host is a host that is exposed to the Internet cyberspace but still within the

ugh

protection of firewall by gateway device. So, the function allows a computer to exeentsy Zommunication

for Internet ganes, Video conferencing, Internet telephony and other special applications. In some case:
when a specific application is blocked by NAT mechanism, you can indicate that LAN computer as a DMZ

to solve this problem.

The DMZ functionallows you to ask th gateway pass through all normal packets to the DMZ host behind the

NAT gateway only when these packets are not expected to receive by applications in the gateway or by oth

client hosts in the Intranet. Certainly, the DMZ host is also protected by dbenvgy firewall. Activate the
feature and specify the DMZ host with a host in the Intranet when needed.

ltem Setting
# Enable (& All WAN-1 WAN-2
» DMz DMZ Host = [10.0.75.100
» Pass Through Enable ¢ IPSec ¢ PPTP |« L2TP
DMZScenario

Global IP:118.18.81.33

Remote User

1.Set X Server as DMZ Host

2.Request X server service by Gateway Global IP
3.Gateway redirect service request to DMZ host:
10.0.75.100

Local IP: 10.0.75.2
~ Gateway
\f’ - -\-—[E% ----------- -

X Server

When the network administrator wants to set up
some service daemons in a hobehind NAT
gatewayto allow remote users request for seres
from server activelyyou just have to enfigurethis
hostasDMZ Host As shown in the diagranthere

is an X server installeds DMZ host whose IP
address is 10.0.75.100Then, remote user can
request services from X servjeist as it is provided
by the gateway whose global IP address is
118.18.81.33 The gateway will forward those
packets, not belonging to any configured virtual
server or applications, directly to the DMZ host.
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VPN Pass througBcenario

_ Since VPN traffic is different from that @CP or
Gatowny yithout UDP connection, it will be blocked by NAT gateway.

Network-A @ HQ Data Center

VPN Pass Through

T : To support the pass through function for the VPN

APM{J e Failto establish VPN tunnel — connections initiating from VPN clients behind NAT

Sl B ] B R S gateway, the gateway must implement some kind

i m@ ‘ of VPN pass through function for such application.

‘, v | N ‘- The gateway support the pass through function for
ml L ______ i E’N_Tf"_"e_'____ IPSec, PPTP, and L2TI_D connections, you_just have

with a “Static|p” |  Establish VPN tunnel to check the corresponding checkbox to activate it.

successfully VPN Pass Through behind NAT Gateway
Global IP: 203.95.80.22
Local IP: 10.0.76.2

DMZ & Pass Through Setting

Go toBasic Network Port Forwarding> DMZ& Pass Throughab.

TheDMZhost is a host that is exposed to the Internet cyberspace but still within the protection of firewall by
gateway device.

Enable DMZ and Pass Through

ltem Setting

Enable All WAN-1 WAN-2 WAN-3 WAN-4
» DMz DMZ Host -
» Pass Through Enable ¢ IPSec ¢ PPTP [# L2TP
Configuration
Item Value setting Description
DMZ 1. A Must filled setting Check he Enablebox to activate tie DMZfunction

2. Default isALL Define the selected interface to be the paclasttering interface of the

gateway, and fill in théP address of Host LAN ifPDMZ Hosffield

If the packets to be filtered are coming fromAN-x then selectWAN-x for
this field.
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SelectALLfor packets coming into the router from any interfaces.
It can be selectedVANx box whenWANx enabled.

Note: The available check boxe&AN-1 ~WAN-4) dependon the number
of WAN interfaces for the product.

Pass Through ble The boesarechecked by Check the box tenable the pasthroughfunction for thelPSecPPTPand

default L2TP

With the pasghroughfunction enabled, the VPN hosts behind the gatew.
still can connect to remote VPN servers.

Save N/A Clickthe Save button to save the settings.

Undo N/A Clickthe Undobutton to cancel the settings
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2.5.4 Special AP & ALG

As a NAT gateway, it doesn't allow an active connection request from outside world. All this kind of request
will be ignored by the NATatgway. But at the client hosts in the Intranet, users may use applications that
need more service ports to be allowed for passing through the NAT gateway. The "Speeppidtiony
feature in the gateway can solve this problem. That is, some apipitsatequire multiple connections, like
Internet games, Video conferencing, Internet telephony, etc. Because of the firewall function, these
applications cannot work with a pure NAateway The SpecialAfeature allows some of these applications

to work with this product.

Besides, pplicationlevel gatewayALGallows customizedNAT traversdilters to be plugged into thgateway

to support addressand port translation for certain application layer'control/data” protocols such as FTP,
BitTorrent, SIPRTSHile transfer inIM applications, etcln order for these protocols to work through NAT or a
firewall, either the application has to know about an address/port number combination that allows incoming
packets, or the NAT has to monitor the controlfi@and open up port mappings (firewall pinhole) dynamically
as required. Legitimate application data can thus be passed through the security checks of the firewall or N/
that would have otherwise restricted the traffic for not meeting its limited filteteria.

Special AP
Add || Delete
Time
1D WAN Interface Trigger Port Incoming Ports Enable Actions
Schedule
1 ALL 554 B970-6995 (0} Always Edit Select
2 ALL 47624 2300-2400,28800-29000 (0) Always Edit Select

The Special AReature allows you to request

______ Gatewa the gateway open a prdefined service
— ﬂ';'_’:;_g: 43 Ports for incoming packets to pass through

" Incoming Ports: Local IP: once the trigger port isactivated by local

Application Server 6970~6999 10.0.75.2 hosts As shown in thaliagram, speciahP

N rule define port 554 as trigger port and

ID1 \ | iTriggerPort:  g970-6999as incomingports. With such
Lol s | 994 setting, local user at host 10.0.75.100 can

Incoming Ports: 697076999 . . . L.

Time Schedule: (0} Always Local User enjo_y t_he music by _usmg Q_UICkIm-E .
Rule: Enable 0.0.75.100 application, whose media server is located in
% the Internet. When you open application, it

will activate Trigger &t and then incoming
data packet from remote application server will pass through incoming port 6970~6999.
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SIPALG

This gateway supports the SIP ALG feature to allow one SIP phone behind the NAT gateway can call ano
SIP phone irthe Internet, even he gateway executes its NAT mechanism between the Intranet and the
Internet. The NAT gateway monitors the control traffic and open up port mappings (firewall pinhole)
dynamically as required to know about an address/port number combination that allowsinggackets, so

it will support addressand port trandation for SIPapplication layer‘control/data” protocols as shown in
following diagram. The NAT Gateway enables the SIP ALG feature, so it will monitor the SIP Phtoest#1 a
open up the required ports and make tledressandport translationin a SIP voice communication.

As shown in thaliagram, the calling starts
Network-A from the SIP Phone #1 to the SIP semiar
B T the NAT gateway Then the SIP server
Sophonetz o © Talk to SIP #2 Y ‘ invites the SIP Phone #2 and finally, the
8 NATGateway | g|p phone #1 talks to the SIP Ph#2eBut
for the NAT gateway, SIP Phone #2 is an

. ,’ -~

Call SIP #2‘ unknown host, so the active access from
‘:@ [ F08aEe the Phone #2 will be treated as
\ unexpected traffic and will be blocked out.

N\ SIP Phone #1 With the SIP ALG function enabled, the

5 A ay NAT gateway will monitor the control

traffic for the SIP calls, and recognized the

traffic from SIP Phone #2 is part of the
connection sessions with SIP Phone #1.

SIP Server
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Special AP & ALGetting

Go toBasic Network >Port Forwarding> Special AP & AL@b.

The Special AP setting allows some applications requirltiple connectionsThe ALG setting allows user to
Support some SIP ALG, like STUN.

Enable Special AP & ALG

ltem Setting
» Special AP #| Enable
» ALG Enable ¢ SIP ALG
Configuration
Item Value setting Description
Special AP The box is checked by Check theEnablebox to activatethe Special ARinction.
default
ALG Enable The box is checked by Check theEnablebox to activatethe SIP AL@nction.
default
Save N/A Click theSavebutton to save the settings.
Undo N/A Clickthe Undo button to cancel the settings

Create / Edit Special AP Rule
Thegatewsy allows you to custom your Special AP rulesupports up to a maximum of 8 ruleased Special
AP sets.

Add Delete

Time
D WAN Interface Trigger Port Incoming Ports Enable Actions
Schedule

WhenAdd button is applied Special AP Rule Configuratigereen will appear.
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ltem Setting
b WAN Interface ¥ ALL WAN-1 WAN-2 WAN-3
» Trigger Port Port - Popular Applications : | User-defined ¥
¥ Incoming Ports
» Time Schedule (0) Always ¥
» Rule
Save

IP TranslationConfiguration

Item
WANInterface

Trigger Port

Incoming Ports

Time Schedule

Rule

Save
Undo

Value setting Description

1. A Must filled setting Check the interface box(es) to apply the Special AP rule.

2. Allis checked by default By defaultAllis checked, and the Special AP rule will be applied to all W
interfaces.

1. A Must filled setting Enter the expected trigger port (or port rangeliserdefinedis selected in

2.Userdefinedis selected the dropdown list.

by default If you select other popular application from the dropdown list, the
corresponding trigger port(s) and incoming portdl we defined

automatically.
Value Rangel ~ 65535.

1. A Must filled setting Enter the expected Incoming portsikerdefinedis selected in the Trigger
Port dropdown list.
If you select other popular application from the dropdown lisig t

corresponding incoming ports will be defined automatically.
Value Rangel ~ 65535; It can be a single pamultiple ports separatedby
O¢, .or port range.

1. M Must filledsetting ApplyTime Schedle to this rule, otherwise leave it as Always.
2.(0) Alwaysis selected by If the dropdown list is empty ensufEme Schedulés preconfigured. Refer
default to Object Definition> Scheduling €onfigurationtab.

The boxs urchecked by ~ Check theEnablebox toactivatethe special AP rule.
default

N/A Click theSavebutton to save the settings.

N/A Clickthe Undo button to cancel the settings
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2.6 Routing

;’] Status b Static Routing P Dynamic Routing  » Routing Information Widget

6 Basic Network

- Configuration
R Item Setting
2LAN & VLAN » Static Routing Enzble
& WiFi

2 IPv4 Static Routing Rule List | Add || Delete
& IPvG

ID Destination IP Subnet Mask Gateway IP Interface Metric Enable Actions

% Port Forwarding
2 Routing Save | Undo

2 QoS 4

If you have more than one router and subnet, you will need to enable routing function to allow packets to finc
proper routing path and allow different subnets to communicate with each otReuting is the process of
selecting best paths in a network. It is performed for many kinds of networks, like electronic data networks
(such as the Internet), by using packetitching technology. The routing process usually directs forwarding on
the basis of routing tables which maintain a record of the routes to various network destinations. Thus
constructing routing tables, which are held in the router's memory, is verpitapt for efficient routing. Most
routing algorithms use only one network path at a time.

The routing tables record your paefined routing paths for some specific destination subnets. Htasic
routing. However, if the contents of routing tables ced the obtained routing paths from neighbor routers by
using some protocols, such as RIP, OSPF and BGRnianmsic routing These both routing approaches will be
illustrated one after oneln addition, the gateway also built in one advanced configerablting software
Quaggdor more complex routing applications, you can configure it if required via Telnet CLI.
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2.6.1 Static Routing

Jf Enable

Static
Routing?

Yes
Setup

g Static Routing
Rule List

\L Check

Finish?
\L No

Static Routing
Rule Configuration
€

Item Setting
» Static Routing ¢ Enable
- Add || Delete
D Destination IP Subnet Mask Gateway IP Interface Metric | Enable . Actions
Item Setting
» Destination IP
b Subnet Mask 255.265.255.0 (/24)
b Gateway IP
b Interface Auto ¥
» Metric
» Rule Enable

"Static Routing" function lets you define the routing paths for some dedicated hosts/servers or subnets to stor
in the routing table of the gateway. The gateway raitgcoming packets to different peer gateways based on
the routing table. Yomeed todefine the static routing information in gatewaguting rule list

1) Google(173.194.72.94): -> WAN-1
Yahoo{188.125.73.108): -> WAN-2

ISP-DSLAM

3

192.168.121.253

Cellular {((g}

Af\ 192.168.22.1
Al

| Static Routing: Enable |

[Static Routing]-[Static Routing Rule List]

((9))Gateway

ID1:
Destination IP: 173.194.72.94
Subnet Mask: 255.255.255.255
Gateway:192.168.121.253
Metric: 255
Rule: Enable

ID2:
Destination IP: 188.125.73.108
Subnet Mask: 255.255.255.255
Gateway: 192.168.22.1
Metric: 255
Rule: Enable

When the administrator of the gateway wants to
specify what kinds of packets to be transferred via
which gateway interface and which peer gateway to
their destination. It can be carried out by the "Static
Routing" feature.Dedicated packet flows from the
Intranet will berouted to their destination vidhe pre-
defined peer gateway and corresponding gateway
interface that are defined in the system routing table
by manual.

As shown in the diagram, when the destination is
Googleaccess, rule 1 set interface as ADSL, routing
gateway as HDSLAM gateway 19458.121.253. All the
packets toGooglewill go through WANL. And the
same way applied to rule 2 of access Yahoo. Rule 2 sets
3GAG as interface
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Static Routing Setting

Go toBasicNetwork > Routing> Static Routinglrah

There are three configuration wiralvs for static routing feature, including "Configuration”, "Static Routing
Rule List" and "Static Routing Rule Configuration" wirgldWonfiguration” window lets you activate the
global static routing feature. Evehere arealreadyrouting rules, if youwant to disablerouting temporarily,

just uncheck the Enable box to disable it. "Static Routing Rule List" window lists all your defined static routir
rule entries. Using "Add" or "Edit" button to add and create one new static routing rule or to modify an
existed one.

When "Add" or "Edit" button is appliedthe "Static Routing Rule Configuration™ window will appear to let you
define a static routing rule.

Enable Static Routing

Just check th&nablebox to activate the "Static Routing” feature.

ltem Setting

Static Routing #| Enable

Static Routing
Item Value setting Description
The box is unchecked by

Check theEnablebox to activate this function
default

Static Routing

Create / Edit Static Routing Rules

The Static Routing Rule List shows the setup parameters of all static routngntues.To configurea static
routing rule, you must specify related parameters including the destination IP address and subnet mask
dedicated host/server or subnet, the IP address of peer gateway, the metric and the rule activation.

Add Delete

Enable Actions

1D Destination IP Subnet Mask Gateway IP Interface ‘ Metric

Thegatewayallows you to custom your static routing rules. It supports up to a maximum of 64 rulé/éetn
Add button is applied Static Routing Rule Configuraticstreen will appeamhile the Editbutton at the end of
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each static routing rule can let you modifyetrule.

Item

Setting

¥ Destination IP

¥ Subnet Mask

2652552550 (/24) '~

b Gateway IP

b Interface Auto T
F Metric

» Rule Enable

IPv4 Static Routing
Value setting Description
1. IPv4 Format

Item

Destination IP

Subnet Mask

Gateway IP

Interface

Metric

Rule
Save

Undo

Back

2. A Must filled setting
255.255.255.0 (/24) is set b

1. IPv4 Format
2. A Must filled setting

Auto is set by default

Specify he Destination IP of this static routing rule.

Specify he Subnet Mask of ik static routing rule.

Specify he Gateway IP of this static routing rule.

Select he Interface of this static routing rulé.can beAuto, or the available
WAN / LANriterfaces.

1. Numberic String Format The Metric of this static routing rule.
2. A Must filled setting Value RangeD ~ 255.
The box is unchecked by

ClickEnablebox to activate this rule.

Click theSavebutton to save the cofiguration

Click theUndobutton to restore what you just configured back to the previou
setting.

When theBackbutton is clicked the screen will return to the Static Routing
Configuration page.
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2.6.2 Dynamic Routing

[ = RIP Configuration

Item

RIP

Setting

[Help]

Configuration » RIP Enable
| = OSPF Configuration

Item

Disable v |

Setting

» OSPF

1D

] Enable

| = OSPF Area List X1 XD

Area Subnet

Area ID

Enable Actions

| « OSPF Area Configuration

Item

Setting

» Area Subnet

| = BGP Configuration

Item

Setting

» BGP

) Enable

BGP Network

Configuration ltem

= BGP Network Configuration

Setting

» Network Subnet

P

255.255.255.0 (/24)

=1c]
Network List?

o]

BGP Neighbor
Configuration

Item

T i Add |

Metwork Subnet

[ = BGP Neighbor Configuration

Enable

Setting

Actions

e

» Neighbor IP

DynamicRouting, also called adaptive routing, describes the capability of a system, through which routes ar
characterized by their destination, to alter the path that the route takes through the system in response to a

change in network conditions.

This gatewagupports dynamic routing protocglincludingRIPv1/RIPv2 (Routing Information Protocol), OSPF

(Open Shortest Path Firstgnd BGP (Border Gateway Protogofpr you to establish routing table
automatically. The feature of dynamic routing will be veryfukevhen there are lots of subnets in your

network. Generally speaking, RIP is suitable for small network. OSPF is more suitable for medium netwo

BGP is more used for big network infrastructure.

Thesupporteddynamic routing protocols are describedfaows.
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RIP Scenario

=

@ Routing Table #1

S8

@ Basic Network-Routing
[DynamicRouting]-[RIP

RIP:RIPv1 or RIPv2
(e T S |

Cellular Network ‘

=\

ISP-DSLAM

118.18.81.1

WAN-2: 36/

onfiguration] ( (( ))I

/0)\ 203.95.80,1

@ Routing Table #2

OSPF Scenario

Gateway Settings:

[Dynamic Routing]-{0SPF Configuratig

OSPF:Enable
Backbone Subnet: 192.168.0.0/16

[Dynamic Routing]-[OSPF Area List]

DL
Area Subnet: 192.168.101.0/24
Area ID: 192.168.101.254
Area: Enable

D2:
AreaSubnet: 192.168.102.0/24
Area ID: 192.168.102.254
Area: Enable

Areal:

.

AreaSubnet: 192.168.101.0/2%

ArealD:162.168.101.254

WAN-1: ADSL
| 118.18.81.33

203.95.80.22

Network-A

@

RIP Enabled

Gateway

Ui ——

@ Routing Table #1+#2

I

&

The Routing Information Protocol (RIP) is one of the
oldest distancevector routing protocols, which
employs the hop count as a routing metric. RIP
prevents routing loops by implementing a limit on the
number of hops allowed in aggh from the source to a
destination. The maximum number of hops allowed
for RIP is 15. This hop limit, however, also limits the
size of networks that RIP can support. A hop count of
16 is considered an infinite distance, in other words
the route is considred unreachable. RIP implements
the split horizon, route poisoning and hettbwn
mechanisms to prevent incorrect routing information
from being propagated

Open Shortest Path First (OSPR isuting protocol
that uses link state routingalgorithm It is the most
widely used interior gateway protocollGP)in large
enterprise networkslt gathers link state information
from available routers and constructs a topology map
of the network.The topology is presented as a routing
table which raites datagrams based solely on the
destination IP address.

Network alministrator can deploy OSPF gateway in
large enterprisenetwork to getits routing table from
the enterprise backbone and forward routing
information to other routes, which are ndinked to
the enterprise backboneJsually, a OSPF networls
subdivided into routing areas to simplify
administration and optimize traffic and resource
utilization.

As shown in the diagran@SPF gateway gathers routing information from the backbone gateinay®a Q
andwill forward its routing information to theouters inarea 1 and area 2 which are not in the backbone.
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BGP Scenario

Border Gateway Protocol (BGP) is a standaxtérior
gateway protocol designed to exchange routing and
reachability infemation between autonomous systesn
(AS)on the Internet.It usuallymakes routing decisions
based on paths, network policies, or ridets

Most ISR use BGP to establish routing between one
another (especidy for multi-homed). Very large private
IP networks also use BGP internallyThe majorBGP
gateway within one AS will links with some other
border gateways for exchanging routing informatioh
will distribute the collecteddatain ASto all routers in
other AS.

As shownn the diagram, BGB is gateway todominate

A (self IP is 10.100.0.1 and self ID is 1@d)nks with other BGP gateways in the Internet. The scenario is
like Subnetin one ISP to be linked with the ones in other 1SBsoperating with BGP protocol, BGRan
gather routing infemation from other BGP gateways in the Internet. And then it forwards the routaigto

the routers in its dominated A&inally, the routersesidedin ASO know how to route packets to othiéAS.
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Dynamic Routing Setting

Go toBasicNetwork > Routing> Dynamic Routingrah

The dynamic routing setting allows user to customize RIP, OSPF, and BGP protocol through the router ba:
on their office setting.

In the "Dynamic Routing" page, there aeveralconfiguration windows for dynamic routing featuréhey are

the "RIP Configuration” window, "OSPF Configuration” window, "OSPF Area List", "OSPF Area Configuratic
"BGP Configuration”, "BGP Neighbor List" and "BGP Neighbor Configuration” window. RIP, OSPF and |
protocols can be configured individually.

The "RIP Configuration” window lets you choose which version of RIP protocol to be activated or disable
The "OSPF Configuration” window can let you activate the OSPF dynamic routing protocol and specify
backbone subnet. Moreover, the "OSPF Arest"Lwindow lists all defined areas in the OSPF network.
However, the "BGP Configuration" window can let you activate the BGP dynamic routing protocol and speci
its self ID. The "BGP Neighbor List" window lists all defined neighbors in the BGP network.

RIP Configuration

The RIP configuration setting allows user to customize RIP protocol through the router based on their offic
setting.

ltem Setting

RIP Enable Disable *

RIPConfiguration

Item Value setting Description
SelectDisablewill disableRIP protocol.
RIPEnable Disable is set by default ~ SelectRIP viwill enable RIPv1 protocol.

SelectRIP vawill enable RIPv2 protocol.

OSPF Configuration

The OSPF configuration setting allows user to customize OSPF protocol through the router based on thi
office setting
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Item Setting

» OSPF Enable
b Router 1D
b Authentication Mone ¥

¥ Backbone Subnet

OSPF Configation

ltem Value setting Description

OSPF Disable is set by default  ClickEnablebox to activate the OSPF protocol.
1. IPv4 Format .

Router ID The Router ID of this router on OSPF protocol

2. A Must filled setting

The Authentication method of this router on OSPF protocol.

SelectNonewill disable Authentication on OSPF protocol.

SelectTextwill enable Text Authentication with entered the Key in this field ¢
OSPF protocol.

SelectVID5 will enable MD5 Authenticatiowith entered the ID and Key in
these fields on OSPF protocol.

Authentication ~ None is set by default

1. Classless Inter Domain

Routing (CIDR) Subnet

Mask Notation. (Ex: The Backbone Subnet of this router on OSPF protocol.
192.168.1.0/24)

2. A Must filled setting

Backbone
Subnet

Create / Eit OSPF Area Rules

Thegatewayallows you to custom your OSPF Area List rules. It supports up to a maximum of 32 rule sets.

Add Delete

1D Area Subnet Area lD Enable Actions

WhenAdd button is appliedOSPF Area Rule Configuratieareen will appear.
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= OSPF Area Configuration

Item

Setting

b Area Subnet

b Area D

b Area

[ Enable

Area Subnet

1. Classless Inter Domain
Routing (CIDR) Subnet
Mask Notation. (Ex:
192.168.1.0/24)

2. A Must filled setting

Save

The Area Subnet of this router on OSPF Area List.

1. IPv4 Format

Area ID i ist.
2. A Must filled setting The Area ID of this routem OSPF Area List
Area The boxiis unchecked by ClickEnablebox to activate this rule.
default.
Save N/A Click theSavebutton to save the configuration
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BGP Configuration

The BGP configuration setting allows user to customize BGP protocol thiweigbuter setting

= BGP Configuration

ltem Setting
» BGP [ Enable
b ASN | |
b Router ID | |
BGP The box is unchecked by Check theEnablebox to activate the BGP protocol.
default
ASN 1. Numberic String Forma: The ASN Number of this routen @GP protocol.
2. A Must filled setting Value Rangel ~ 4294967295.
Router ID 1. IPv4 Format The Router ID of this router on BGP protocol.
2. A Must filled setting

Create / Edit BGP Network Rules

Thegatewayallows you to custom your BGP Network rules. It supports up tecamum of 32 rule sets.

= BGP Network List [[¥0] IPEEY

MNetwork Subnet Enable Actions

WhenAdd button is appliedBGP Network Configuratioacreen will appear.

= BGP Network Configuration

ltem Setting

» Network Subnet P | 2552552550 (124) ¥ |

b Metwark (] Enable

1. IPv4 Format The Network Subnet of this router on BGP Network List. It coegposentered
2. A Must filled setting the IP address in this field and the selected subnet mask.

Network Subnet
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The box is unchecked by
default.
Save N/A Click theSavebutton to save the configuration

Network ClickEnablebox to activate this rule.

Create / Edit BGP Neighbor Rules

Thegaewayallows you to custom your BGP Neighbor rules. It supports up to a maximum of 32 rule sets.
Add || Delete

D Neighbor IP Remote ASN Enable Actions

WhenAdd button is appliedBGP Neighbor Configuratioscreen will appear.

ltem Setting
+ MNeighbor IP
F Remote ASN
» Neighbor Enable
Save
BGP Neighbo€onfiguration
Item Value setting Description
. 1. IR4 Format . . . .
Neighbor IP The Neighbor IP of this router on BGP Neighbor List.

2. A Must filled setting
1. Numberic String Format The Remote ASN of this router on BGP Neighbor List.

Remote ASN : )
2. A Must filled setting Value Rangel ~ 4294967295.
. Th i k
Neighbor e box s uriecked by ClickEnablebox to activate this rule.
default.
Save N/A Click theSavebutton to save the configuration
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2.6.3 Routing Information

The routing information allows user to view the routing table and policy routing information. PolicynBouti
Information isonly available when the Load Balanftenction is enabled and the Load Balance Strategy is By

User Policy

Go toBasic Network > Routing > Routing Informatidiab

# Routing Table

Destination IP Subnet Mask Gateway IP Metric | Interface
192.168.1.0 255.255.255.0 0.0.0.0 0 LAN
169.254.0.0 255.255.0.0 0.0.0.0 0 LAN
235000 255.0.0.0 0.0.0.0 0 LAN
127.0.0.0 255.0.0.0 0.0.0.0 0 lo

Destination IP N/A Routng record of Destination IP. IPv4 Format.
Subnet Mask N/A Routing record of Subnet Mask. IPv4 Format.
Gateway IP N/A Routing record of Gateway IP. IPv4 Format.
Metric N/A Routing record of Metric. Numeric String Format.
Interface N/A Routing record ofnterface Type. String Format.

# Policy Routing Information

Destination
Policy Routing Source Source IP Destination IP b WAN Interface
ort

Load Balance - - - -

Policy Routing Source N/A Policy Routing of Source. String Format.

Source IP N/A Policy Routing of Source IP. IPv4 Format.
Destination IP N/A Policy Routing dDestination IP. IPv4 Format.
Destination Port N/A Policy Routing of Destination Port. String Format.
WAN Interface N/A Policy Routing of WAN Interface. String Format.
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2.7 DNS& DDNS

How does user access your server if your WAN IP address chdintpesteme? One way is to register a new
domain name, and maintain your own DNS server. Another simpler way is to apply a domain name to a thir:
party DDNS service provider. The service can be free or charged. If you want to understand the basic conce
of DNS and Dynamic DNS, you can refer to Wikipedia w&hsite

2.7.1 DNS & DDNS Configuration

Dynamic DNS

Inform
@ DDNsserver Network-A

———————————— _  Global IP:118.18.81.33 -> .44 (D WAN IP
=4 < _FQDN: mygw.no-ip.org Changed
Gateway

D8
------

,
Root Name Servler Puplic ‘.

1 DNSServers '
1
‘

3
/ E-mail Server S
Local IP: 10.0.75.101 N

Local IP:10.0.75.2

No-IP
DDNS Server

File Server
Local IP: 10.0.75.102
Global IP: 118.18.81.44.

Remote User

Access E-mail Server
(mygw.no-ip.org) from Internet

To host your server on a changing IP address, you
have to use dynamic domain name service (DDNS).
Therefore, anyone wishing to reach your hostyonl
needs to know the domain name. Dynamic DNS wiill
map the name of your host to your current IP
address, which changes each time you connect your
Internet service provider.

The Dynamic DNS service allows the gateway to alias
a public dynamic IP addressdgcstatic domain name,
allowing the gateway to be more easily accessed
from various locations on the InterneAs shown in
the diagram,user registeed a domain name to a

third-party DDNS service providéNGIP)to use DDNS functiorOnce the IP address afesignatedWAN
interface has changed, the dynamic DNS agent in the gateway will inform the DDNS server with the new
address. The server automaticallymeps your domain name with the changed IP address. So, other ¢vosts
remote usersn the Internetworld are able to link to your gateway by using your domain name regardless of

the changing global IP address.

6 http://en.wikipedia.org/wiki/Domain_Name_System
7 http://fen.wikipedia.org/wiki/Dynamic_DNS
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DNS & DDNS Setting

Go toBasicNetwork >DNS & DDNS ConfigurationTah

The DNS & DDNS setting allows user to setup Dynamite@tu& andDNS redirect rules

Setup Dynamic DNS

Thegatewayallows you to custom your Dynamic DNS settings.

DDNS (Dynamic DNS) Configuration

Item Value setting Description
The box is unchecked by
default

WAN Interface WAN 1 is set by default ~ Select the WAN Interface IP Address of giageway

DynDNS.org (Dynamitd  Select pyur DDNS provider of Dynamic DIN®an beDynDNS.org(Dynamic)

DDNS Check theEnablebox to activate this function

Provider
set by default DynDNS.org(CustomNG-IP.com etc..
1. String format can be an . .
g Your registered host name of Dynamic DNS.
HostName text

Value R 0~63 ch ters.
2. A Must filled setting +alle ~ange characters

1. String format can be an

User Name / E ) )
text Enter your User name or-ail addresssf Dynamic DNS.

Mail
2. A Must filled setting
1. String format can be an

Password / Key text Enter your Password or Key @fynamic DNS.
2. A Must filled setting

Save N/A ClickSaveto save the settings

Undo N/A ClickUndoto cancel the settings
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